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Preface

The Practice Management Application Suite (BPRM) is a browser-enabled graphical
user interface (GUI) for the Indian Health Service (IHS) Resource and Patient
Management System (RPMS) applications.

BPRM provides for the entry of new patients and editing the records of those already
registered at a medical facility. The patient data managed with BPRM is crucial to the
third-party billing and follow-up patient care. Appropriate caution and checking
should be employed to ensure that accurate data is entered into the patient registration
system and, subsequently, transmitted to the National Patient Information Resource
System and used by providers and staff.
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1.0

Introduction

The Practice Management Application Suite (BPRM) version 4.0 represents a
forward step in the streamlining of [HS record and patient management. Using any
web browser, such as Microsoft Edge, Google Chrome, etc., a consistent GUI and
module-based architecture is provided. It not only simplifies record and patient
management, but also allows for future expansion of the scope and capabilities of the
system. This user manual provides an overview of the BPRM suite.

Refer to the additional separate BPRM user manuals for additional information,
including settings, about using the modules that make up the application suite:

e BPRM Patient Registration Module User Manual
e BPRM Admission/Discharge/Transfer (ADT) Module User Manual
e BPRM Scheduling Module User Manual

1.1 Opening the BPRM Application
Follow these steps to open BPRM:
1. Open a web browser (Edge, Chrome, or Firefox).
2. Inthe address bar, type the IP address of your Windows application server using
this form:
http://nnn.nnn.nnn.nnn
Note: The IP address of your Windows application server is
available from your system manager.
The BPRM Log In dialog (Figure 1-1) displays with the version of BPRM in the
top right corner.
Application Overview User Manual Introduction
August 2024
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Login BPRM v4.4

Access Code THERE IS MO RIGHT OF PRIVACY IM LUISE OF THIS SYSTEM

You are accessing 2 U5 Government information system, which
incledes (1) this computer, (2) this computer network, (3) all
computers connected to this network, and {4) all devices and
storage media attached to this network or to 3 computer on this

ll"'renf-"‘r Code network. This  information  system is  provided for U5
Govermment-authorized use only.
Unauthorized or improper use of this system may result in
disciplinary action, as well as civil and criminal penalties.
Database By using this information system, you understand and conssnt to
the following:
EPRMAA, e You hawve no reasonable sxpectation of privacy regarding any

communications or data fransiting or stored on this information
system. At any time, and for any lawful Governmeant purpose, the

govemment may monitor, intercept, and sssrch and seize any
LDg in communication or data transiting or stered on this information

Figure 1-1: BPRM Login window
3. Type your RPMS access code (user name) in the Access Code field.
4. Type your RPMS verify code (password) in the Verify Code field.

5. Select your RPMS database from the Database list field.

Note: Users must have an RPMS division assigned to them before
they can log into the RPMS database selected in this step.

Application Overview User Manual Introduction
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6. Click Log in. The blank, main BPRM window (Figure 1-2) displays. The options
displayed and available to the user will depend on the user’s access.

Registration
ADT

E] Scheduling
& Settings

@ Reports

Figure 1-2: BPRM opening window

Application Overview User Manual Introduction
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2.0

2.1

System Navigation

BPRM provides access to a vast array of RPMS information. Entering and accessing
that information is done through a consistent interface, primarily the application
toolbar, left-navigation pane, and the workspace. Each of these components are
described briefly in this section and discussed in further detail later in this manual.

Application Toolbar

The application toolbar (Figure 2-1) at the top of the BPRM page provides a
simplified method and location for registering new patients, finding the records for
existing patients, and selecting the applicable health facility. Sections 2.1.1 through
2.1.5 briefly describe the options available from the application toolbar. The Register
Patient option is only available for users who have access to the Registration
module. The Patient Search option is available for users who have access to the
Registration or Scheduling module.

Figure 2-1: Application toolbar

2.1.1 Register Patient
Click Register Patient (Figure 2-2) in the application toolbar to register a new
patient and enter the patient’s information into the RPMS system. See the BPRM
Patient Registration User Manual for a detailed explanation of the options available
when registering a new patient.
Figure 2-2: Register Patient button

2.1.2 Patient Search Field
Use the Patient Search field (Figure 2-3) in the application toolbar to find the
records for an existing patient. You can search for a patient based on their legal name,
preferred name, or other name (LAST NAME,FIRST NAME,MIDDLE NAME),
their exact health record number (HRN), date of birth (in the form BMMDDYYYY,
DD/MM/YYYY, or DD-MM-YYYY), or phone number (in the form (XxX)xXx-XXXX,
XXX-XXX-XXXX, OF XXXXXXXXXX).

Application Overview User Manual System Navigation
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. ]

Figure 2-3: Patient Search field

Typing one of these search criteria into the Search field causes a list of search results
to display. Select a patient from the list displayed to open that patient’s record in the
workspace.

213 Select Division

Use the Division drop-down selection (Figure 2-4) on the application toolbar to select
the medical facility to manage patient records.

Figure 2-4: Select medical facility button

Note: When a user logs into BPRM they will be taken to the last
division they accessed instead of the default division.

2.14  Logout Button
The Logout button (Figure 2-5) ends the current BPRM session.

Logout

Figure 2-5: Logout button example

2.1.5 Drop-Down List Option

e Current user logged in—LastName,FirstName (Figure 2-6).

2013 DEMO HOSPITAL v Logout

CLERK,SCHEDULING

Change Verify Code

About

Figure 2-6: Current logged-in user example

Application Overview User Manual System Navigation
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Change Verify Code—Enables the user to change their verify code (Figure 2-7).

Note: Current Access Code and Current Verify Code must be
entered prior to entering New Verify Code and confirming

it.

Modify Verify Code

Access Code
Current Verify Code
New Verify Code

Confirm Verify Code

BPRM vd

You are accessing a

includes (1) this computer

f this system may rasult in
fian, &3 well & ¢ivil 8nd crimingl penaties
nfermation system, you understand and tonsent fo

Figure 2-7: Modify Verify Code dialog example

About—Displays information about the current user, such as security keys, menu
options, and divisions. The Server Application Date/Time and Database Server
Application Date/Time are also included, as well as information about the
browser being used (Figure 2-8).

Application Overview User Manual
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About
BPRM v4.000
User MName Current Division Divisions
TEST.CLERK 2013 DEMO HOSPITAL 2013 DEMO TRIBE
20 EMO HOSPITAL
20 O TRIBAL HOSPITAL OFF
2013 DEMO-2 CLINIC ON
Menus Keys Authorized Modules
DGZADT, DGZMENU, DGZNUR ADT, Reports
Server App Server Date/Time Database Server Date/Time
11/30/2022 1:56:42 PM 11/30/2022 4:56:42 PM
Browser Version os Screen Resolution
Chrome (107.0.0.0) Windows 10 (ame6d) 1536x864
Time Zone
America/los_Angeles
Close

Figure 2-8: About information window example

2.2 Workspace

The workspace (Figure 2-9) makes up the majority of the BPRM display. The
information displayed within the workspace varies, depending on the task being done.
In most cases, the workspace is used for both entering and displaying patient
information. Depending on the module being accessed, the workspace can include
tabs or a set of toolbars.

For example, in the Registration module, a patient record is comprised of several key
components. These include the patient banner, as well as the Profile, Insurance,
Prior Auth, Benefits Cases, and Appointments tabs. The tabs at the top of the
workspace also contain additional windows of information, which provide access to
information within the patient record. Refer to the BPRM Patient Registration User
Manual for a detailed explanation of each of the available tabs.

Application Overview User Manual System Navigation
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07 DEMO HOSPITAL INST] +

DEMO AMENDMENT ONE

Dermagraphics

Demographics Cate of Birth Birth Sex

Marital St Religeon
Employmsent Emploryer Seeapmery Empl
Ethinicity ROT HISPANIC OR LATING [SELF IDENTIFRCATION

Race AMERICAN INDUAN OF ALASKA NATTVE IUNEHOWN]
Languages

Primary Predesred

Othes Langaages

.......

Place of Birth I

Social Srosrily Mumber

English Proficiency

Figure 2-9: Registration Workspace example

For the Scheduling and ADT modules, there are no tabs; however a toolbar is
included to provide different views or to provide a different way to complete tasks.
Figure 2-10 and Figure 2-11 are examples of the Scheduling toolbar and ADT
toolbar. Refer to the BPRM Scheduling Module User Manual and the
Admission/Discharge/Transfer (ADT) Module User Manual for a detailed explanation
of each of the available options.

Ward Workspace List View Incomplete Chart Discharge List Admit Transfer v Discharge
Figure 2-10: ADT Toolbar example
Sere Tod w m - Vi Wee Aokt List Waiting List Q, siots @ vetters oom & +- Clinkes

Figure 2-11: Scheduling Toolbar example

2.3

Left-Navigation Pane

To the left of the workspace is the navigation pane. A list of available modules
displays at the bottom-left of the panel. The list may vary depending on which
modules have been installed and which modules the current user has permission to
access. Figure 2-12 shows an example of all modules.

Application Overview User Manual
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|

Registration
ADT

() Sscheduling
& Settings

@ Reports

Figure 2-12: Left navigation pane modules

The top portion of the navigation panel lists options to access for the different
sections or options related to the current task selected. Depending on the module, the
panel may include filter options or sort-by options. Figure 2-13, Figure 2-14, and

Figure 2-15 show some examples of what displays.

Figure 2-13: Registration Profile left-navigation pane example
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PATIENT CONDITION

All v

SORT BY

Patient Mame W

WARD

BELUE WARD

DH INPATIENT
EAST GENMED

EM TEST WARD
GEMERAL MEDICIME
INPATIENT FLOOR
INPATIENT ICU
MEDICAL WEST
NMEWEBORM ICU
PEDS DEMO
SOUTH OBGYN
SWING BED

TO TEST WARD
WEST

Figure 2-14: ADT list navigation panel example

S rusaeen || Today | v | | oay v week | Month | Ust | watnglst || Q Sits | @ Letten | zoom v | @ rane | o (CEEED ERT EEETS R T

April 2024 AV DEMO CLINIC @ el
SU MO TU WE TH FR SA
APPOINTMENT ACUTE CARE APPOINTMENT PEDS URGENT CARE & OFF - OUT OF OFFICE
31 n 2 3 4 5 8
7 8 9 10 1M 12 13
1415 16 17 18 19 20
21 22 23 24 25 26 27
2820 30 1 2 3 4
RESOURCE GROUP
DEMOS v
1AM

CLINICS

AAA CLINIC

BLUE CLINIC 12PM © LUNCH © LUNCH & LUNCH © LUNCH
DEMO CLINIC

DEMO CLINIC -

PROHIBITED

DEN PA SMITH 01PM | NURSECLINIC NURSE CLINIC SAME DAY © OFF - OUT OF OFFICE

ECN2 CLINIC

TW-ALL NO CLINIC

Registration
ADT
(&) Scheduling

@ settings

[)_Renorts 04 PM

Figure 2-15: Scheduling Work Week view navigation panel example
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2.4 Fields
241 Required Fields
Most fields containing required information are marked as such. These fields are
highlighted with a red outline (Figure 2-16). If a required field is left incomplete or
blank, the patient record information will not save until the field is completed.
Ethnicity Information
Ethnicity
Ethnicity is a required field
Figure 2-16: Required field example
2.4.2 Note Fields
All note fields are word-processing fields that allow users to enter unlimited amounts
of information. However, if the user attempts to enter a word that exceeds 74
characters, the following message (Figure 2-17) displays and the information cannot
be saved: “An overlong word (more than 74 characters) was encountered.”
Notes
Notes
©1234567890123456789@123456789@123456789012345675890123456789912345678%012
34566
Z
H Discard ‘
Figure 2-17: Overlong word warning message example
Application Overview User Manual System Navigation
August 2024
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243 List Fields

Throughout BPRM are numerous instances of list fields, also commonly referred to
as drop-down lists (Figure 2-18). List fields, which initially appear as empty fields
within the dialog being reviewed, provide a convenient way to display and select
from a list of options.

Status

Flease Select v ‘

Please Select

FULL-TIME

PART-TIME

UNEMPLOYED

SELF EMPLOYED

RETIRED

ACTIVE MILITARY DUTY
| UNKNOWN

Figure 2-18: List field/drop-down list example

To select information from a drop-down list, click within the field to expand it and
display the list of options. Users can also begin typing the option name and the field
autofills with the selection.

After expanding the list field, select any of the choices shown to populate that field of
the form.

244 Search-Based List Fields

Some fields in forms throughout the Patient Management Application Suite use list
fields that initiate a search of the RPMS database to retrieve existing records. Enter
information into a search-based list field using one of these methods:

e Type one or more letters of the name (or other part of the name) into the list field.
A list of entries containing the sequence of letters typed displays. Figure 2-19
shows an example of an expanded search-based list field. Select any of the
options shown to populate that field of the form.

Group Name/Number

(o 3

AETNA AHF PPO - 804473-13-001

Displaying 1 - 2

Figure 2-19: Expanded search using partial name example

Application Overview User Manual System Navigation
August 2024
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e Type two question marks (??) into the list field (Figure 2-20). A list of the first 10
database entries pertaining to that field displays, in alphanumeric order. Use the
right and left arrows at the bottom of the listing to navigate through additional
pages of database entries. Select any of the options shown to populate that field of

the form.
Employer
X
A & C MERCANTILE
OWN
BOUSE, AZ 85325
« Displaying 21 - 25 —

Figure 2-20: Expanded search using ?? example

e Type the full name (Figure 2-21) into the list field.

Note: You must type the name exactly as it is stored in RPMS.

Employer

A 8 A ELECTRONICS X ]

A & A ELECTRONICS

LAKE HAVASU, AZ 86403

Figure 2-21: Expanded search using full name example

e Use the format of LastName,FirstName (Figure 2-22) in the field if searching for
a person.

Application Overview User Manual System Navigation
August 2024
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Assigned To [required]

Demc,c’od X

DEMO,DOCTOR

DEMO,DOCTOR D DO

Displaying 1- 2

Figure 2-22: Search name format example

Application Overview User Manual System Navigation
August 2024
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3.0

3.1

3.2

3.3

3.4

Buttons

Save Button

Once any information is entered, click Save (Figure 3-1) to save the information you
have entered and complete the registration.

Figure 3-1: Patient Registration Save button

The Save button will not be available until all the required fields are completed.

Discard Button

If you do not want to save the information you have entered, click Discard
(Figure 3-2) to exit the dialog.

Discard

Figure 3-2: Patient Registration Discard button

Cancel Button

If you do not want to save the information you have entered, click Cancel
(Figure 3-3) to exit the dialog.

‘ Cancel ‘

Figure 3-3: Cancel button example

OK Button

When all information has been added to a field or dialog, click OK (Figure 3-4) to
save the information.

Figure 3-4: OK button example

Application Overview User Manual Buttons
August 2024
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3.5 Add Button

Add buttons (Figure 3-5) enable users to add new information or additional fields.
There are several different types.

Add

Figure 3-5: Add button example

3.6 Edit Button

Edit buttons (Figure 3-6) enable users to add or update existing information in a
dialog or window.

Edit

Figure 3-6: Edit button example

3.7 Delete Button

Delete buttons (Figure 3-7) enable users to delete existing entries.

Delete

Figure 3-7: Delete button example

3.8 Delete Yes/No Toggle Button

The Delete Yes/No toggle button (Figure 3-8) enables the user to select Yes to
confirm information exists or has been added or No if it does not exist.

Received By Patient

Figure 3-8: Toggle button example

Application Overview User Manual Buttons
August 2024
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4.0

4.1

4.2

Entering Dates and Time

Date Fields

A number of the dialogs within BPRM require calendar dates. To simplify the
entering of dates, date-entry fields (Figure 4-1) are provided with masking in place.
The entered number is automatically formatted to MM-DD-YYYY.

Date
- =)

Figure 4-1: Date entry field example

Alternatively, you can click the calendar icon on the right side of the date-entry field
to display a calendar. The current date is selected by default, but users can click to
select any other displayed date. Users can also click the left and right arrows at the
top of the calendar field to navigate to other months, and then select the specific date.

As in RPMS, you can type the letter T in any date-entry field to enter today’s date.
Also, you can type T-n, where n is the number of days before today’s date that you
want to enter. Conversely, typing T+n will enter a date n days from today’s date. For
example, typing T+90 enters a date 90 days into the future from the current date.

Time Fields

A number of dialogs within BPRM require a time entry. To simplify entering time,
time-entry fields (Figure 4-2) are provided with masking in place. Entered numbers
are automatically formatted to HH:MM—-AM/PM.

Admission Time [required]

Figure 4-2: Time Entry field example

Alternatively, you can click the time icon on the right side of the time-entry field to
display time options. The current time is selected by default, but users can scroll up or
down to select another time.

Application Overview User Manual Entering Dates and Time
August 2024
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As in RPMS, users can type the letter N in any time-entry field to enter the current
time. Also, users can type N-x, where x is the number of minutes before the current
time the user wants to enter. Conversely, typing N+x enters additional x minutes

from the current time. For example, typing N+30 enters a current time plus 30
minutes.

Application Overview User Manual

August 2024
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5.0 Entering Phone Numbers

A number of dialogs within BPRM require phone numbers. To simplify entering
phone numbers, phone-number entry fields (Figure 5-1) with a predefined masking
are provided. The field initially appears empty, but as the user enters numbers, the
application begins to apply the mask.

Residence Phone

\

121-456-___ }

Figure 5-1: Phone number entry field example

The following lists the different types of phone numbers and their formats:

Residence Phone. Use this field to enter the patient’s residence phone number in
the +1 555-555-5555 format (be sure to include the area code). The field allows
20 numeric characters.

Cell Phone. Use this field to enter the patient’s cell phone number in the
+1 555-555-5555 format (be sure to include the area code). The field allows
20 numeric characters.

Work Phone. Use this field to enter the patient’s work phone number (be sure to
include the area code). Four additional characters have been added to include an
extension, such as +1 555-555-5555 x555. The number entered should be verified
as correct.

Other Phone. Use this field to enter any other phone numbers associated with the
patient along with a short description. For example, +1 555-555-5555 Mother. Be
sure to include the area code.

Application Overview User Manual Entering Phone Numbers

August 2024
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6.0 Error/Warning Icons and Messages

6.1 Errors/Warnings Icons

Errors () and Warnings () message icons display for each patient in
the individual patient header tabs and the left-navigation pane tabs (Figure 6-1).

Profile surance

Veteran Status

Veteran

Legal Documents

of Ki Al
mily Informat
TRIBAL DOCUMENTATION
'fl H O
h Information
r Assignment of Benefits/Release of Information
a) Practic
Acc
Assignment of Benefits (AOB)
eteran Stat

Release of Information (ROI)

Errors

* AQE expired [past one year) or AQB comes before eligibility start date

Figure 6-1: Errors/Warnings examples

For Errors/Warnings related to patient profile data, users can view the symbol(s) and
their message(s) at the bottom of the window in the Profile area to determine the
reason for each message. Figure 6-2 shows an example of the Errors/Warnings
messages for Demographics.

Application Overview User Manual Error/Warning Icons and Messages
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Prafile 0 Insurance ] Prior Auth Ben
Demagraphics Demug raphi,cs
Address/Email/internet
Tribe and Eligibility Status Demographics Date of Birth
11-01-1865
Legal Mame
Priferred/Other Names Marital Status
HREN/Record Disposition SINGLE
50/GI
Employment Employer
Emergency Contact
Next of Kin
Ethnicity
Family Information
Restricted Health info
Race
Death Information
Notice of Privacy Practices ’
Languages Primary
PHR Access
Advance Directives Other Languages
Veteran Status
Legal Documents Migrant
AQB/ROI
Record Flag Homeless
Notes
ﬂl Errors

[E Registration
ADT

(2] Scheduling
& Settings

[@ Reports

» Patient's Preferred Language incomplete or not in patient’s list of languages
* Patient's Primary Language, Proficiency or Interpreter Required incomphete
# Patient's Ethnicity/Methed of Collection incomplete

= Patient's RACE incomplete

Warnings

= Employer Information Incomplete
= Patient's Migrant Worker information incomplete

Figure 6-2: Demographics Errors and Warnings example

For Errors/Warnings related to insurance, view the messages by hovering over the

icons on the Insurance Coverage summary list (Figure 6-3).

Application Overview User Manual
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Insurance Coverage

$ ML THC IO

ARKANSAS MEDICAID MEDECAID . DEMOALISTER LANEJR A
¥ CHGHA& HEALTHPLAM OF EC PRIVATE DEMOALISTER LAME
— 4275 [MOHAN CR FRECWES 8700, CAERLARND PARE, K5 EE2
Al

MT - MEDICAID MIEDSCAID } DEMOLALISTER LAME. JR A

Figure 6-3: Insurance Errors and Wamings example

Other Errors/Warnings display on top of the list as shown in Figure 6-4.

Benefits Cases

Benefits Cases Add Bemfits Case

ar-02-2021 DEMO.DOCTOR TESTING OPEN 551 ar-0z2-2021 PENDING

Figure 6-4: Errors/Warnings alternate display example

6.2 Pop-up Warning Messages

Pop-up messages alert users to important information that the user must pay attention
to, such as a patient condition or that a window with unsaved data is about to close
without saving. They can also be used to prompt the user to confirm before taking
some action.

6.2.1 Confirm Close/Remove Warning Messages

When users select Discard or Cancel to close a section without saving the
information, the Confirm warning message (Figure 6-5) and/or Confirm Remove
warning message (Figure 6-6) displays. Clicking Cancel gives the user a chance to go
back and determine if they really want to close without saving. Clicking OK or
Remove enables the user to continue with the closing action without saving any
changes.

Application Overview User Manual Error/Warning Icons and Messages
August 2024
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Confirm

You are closing a screen that has unsaved changes.
Are you sure you want to continue?

Figure 6-5: Confirm close warning message

Confirm Remove

Are you sure you want to remove selected(10/16/2022) schedule permanently?

Figure 6-6: Confirm Remove warning message

6.2.2 Patient Record Warning Messages

When users attempt to access patient records that they do not have authorization to
view, they receive patient record warning messages (Figure 6-7, Figure 6-8, and
Figure 6-9).

Sensitive Patient Record

This record is protected by the Privacy Act of 1974 & Health Insurance Portability & Accountability
Act of 1996. If you elect to proceed, you must prove you have a need to know. Access to this patient

is tracked and your Security Officer will contact you for your justification.
Cancel n

Figure 6-7: Sensitive Patient Record warning message

Warning Restricted Record

Sorry, you are restricted from accessing this patient’s record. If you have questions, please contact

=

your HIM department.

Figure 6-8: Waming Restricted Record message
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Warning Restricted Record

Security regulations prohibit computer access to your own medical record.

Figure 6-9: Wamning Personal Restricted Record message example
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7.0 Reports: Preview and Print Options

For every report in the Reports module, the user can view the report results in a
couple of ways. After selecting the appropriate report parameters, do the following:

e Click Preview to view the report on the window.
e Click Print to print the report to an RPMS device or to the browser.

Figure 7-1 shows the Preview and Print options for all reports.

| Praview ||| Print VU
A

RPMS Device

Browser Print

Figure 7-1: Preview and Print options

7.1 Reports: Page Selection

For every report in the Reports module, the user can utilize the following page
selection buttons (Figure 7-2) to navigate through multi-page reports.

e Use the middle arrows () to move through the report one page at a time.

e Use the arrows with bars ( ) to quickly scroll to the beginning or the end of
the report.

|< < > >l 2 of 5

Figure 7-2: Page selection buttons

7.2 Reports: Zoom Options

For every report in the Reports module, the user can utilize the following zoom in
and zoom out functions (Figure 7-3) to perform those functions within the page view
of the report.

e Usethe and buttons to manually adjust the report view.

e Use the 100% picklist option to set a specific report view (includes Fit Page and
Fit Width).

G @ 100%

Figure 7-3: Zoom buttons
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8.0 Device

Selecting the Device option allows the user to print to an RPMS device. An additional
dialog (Figure 8-1) is presented to search for an RPMS printer defined on the
database. Use a partial name search to find the appropriate RPMS device printer or
type two question marks (??) to see all the available RPMS device printers. Printers
can be searched by printer name or printer mnemonic or local synonym. Note: the
mnemonic will display within the search results.

Printer Option Printer [required]

Device “

‘ Discard ‘

Figure 8-1: Device Printer Prompt dialog

Note: This section is also listed in BPRM Patient Registration
Module User Manual.
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Appendix A Rules of Behavior

The Resource and Patient Management (RPMS) system is a United States
Department of Health and Human Services (HHS), Indian Health Service (IHS)
information system that is FOR OFFICIAL USE ONLY. The RPMS system is
subject to monitoring; therefore, no expectation of privacy shall be assumed.
Individuals found performing unauthorized activities are subject to disciplinary action
including criminal prosecution.

All users (Contractors and IHS Employees) of RPMS will be provided a copy of the
Rules of Behavior (ROB) and must acknowledge that they have received and read
them prior to being granted access to a RPMS system, in accordance IHS policy.

e For a listing of general ROB for all users, see the most recent edition of /HS
General User Security Handbook (SOP 06-11a).

e For a listing of system administrators/managers rules, see the most recent edition
of the IHS Technical and Managerial Handbook (SOP 06-11b).

Both documents are available at the IHS websites below:

https://home.ihs.gov/security/index.cfm

http://security.ihs.gov/

Note: Users must be logged on to the IHS D1 Intranet to access
these documents.

The ROB listed in the following sections are specific to RPMS.

A1 All RPMS Users
In addition to these rules, each application may include additional ROBs that may be
defined within the documentation of that application (e.g., Dental, Pharmacy).
A.1.1  Access

RPMS users shall:

e Only use data for which you have been granted authorization.

e Only give information to personnel who have access authority and have a need to
know.

e Always verify a caller’s identification and job purpose with your supervisor or the
entity provided as employer before providing any type of information system
access, sensitive information, or nonpublic agency information.

Application Overview User Manual Rules of Behavior
August 2024

27


https://home.ihs.gov/security/index.cfm
http://security.ihs.gov/

Practice Management Application Suite (BPRM) Version 4.4

Be aware that personal use of information resources is authorized on a limited
basis within the provisions Indian Health Manual Part 8, “Information Resources
Management,” Chapter 6, “Limited Personal Use of Information Technology
Resources.”

RPMS users shall not:

Retrieve information for someone who does not have authority to access the
information.

Access, research, or change any user account, file, directory, table, or record not
required to perform their official duties.

Store sensitive files on a PC hard drive, or portable devices or media, if access to
the PC or files cannot be physically or technically limited.

Exceed their authorized access limits in RPMS by changing information or
searching databases beyond the responsibilities of their jobs or by divulging
information to anyone not authorized to know that information.

A.1.2 Information Accessibility

RPMS shall restrict access to information based on the type and identity of the user.
However, regardless of the type of user, access shall be restricted to the minimum
level necessary to perform the job.

RPMS users shall:

Access only those documents they created and those other documents to which
they have a valid need-to-know and to which they have specifically granted
access through an RPMS application based on their menus (job roles), keys, and
FileMan access codes. Some users may be afforded additional privileges based on
the functions they perform, such as system administrator or application
administrator.

Acquire a written preauthorization in accordance with IHS policies and
procedures prior to interconnection to or transferring data from RPMS.

A.1.3  Accountability
RPMS users shall:

Behave in an ethical, technically proficient, informed, and trustworthy manner.

Log out of the system whenever they leave the vicinity of their personal
computers (PCs).

Be alert to threats and vulnerabilities in the security of the system.

Report all security incidents to their local Information System Security Officer
(ISSO).
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e Differentiate tasks and functions to ensure that no one person has sole access to or
control over important resources.

e Protect all sensitive data entrusted to them as part of their government
employment.

e Abide by all Department and Agency policies and procedures and guidelines
related to ethics, conduct, behavior, and information technology (IT) information
processes.

A.1.4  Confidentiality

RPMS users shall:

e Be aware of the sensitivity of electronic and hard copy information and protect it
accordingly.

e Store hard copy reports/storage media containing confidential information in a
locked room or cabinet.

e FErase sensitive data on storage media prior to reusing or disposing of the media.

e Protect all RPMS terminals from public viewing at all times.

e Abide by all Health Insurance Portability and Accountability Act (HIPAA)
regulations to ensure patient confidentiality.

RPMS users shall not:

e Allow confidential information to remain on the PC screen when someone who is
not authorized to that data is in the vicinity.

e Store sensitive files on a portable device or media without encrypting.

A.1.5 Integrity

RPMS users shall:

e Protect their systems against viruses and similar malicious programs.

e Observe all software license agreements.

e Follow industry standard procedures for maintaining and managing RPMS
hardware, operating system software, application software, and/or database
software and database tables.

e Comply with all copyright regulations and license agreements associated with
RPMS software.

RPMS users shall not:

e Violate federal copyright laws.

e Install or use unauthorized software within the system libraries or folders.
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Use freeware, shareware, or public domain software on/with the system without
their manager’s written permission and without scanning it for viruses first.

A.1.6  System Logon
RPMS users shall:

Have a unique User Identification/Account name and password.

Be granted access based on authenticating the account name and password
entered.

Be locked out of an account after five successive failed login attempts within a
specified time period (e.g., one hour).

A.1.7 Passwords
RPMS users shall:

Change passwords a minimum of every 90 days.
Create passwords with a minimum of eight characters.

If the system allows, use a combination of alpha-numeric characters for
passwords, with at least one uppercase letter, one lower case letter, and one
number. It is recommended, if possible, that a special character also be used in the
password.

Change vendor-supplied passwords immediately.

Protect passwords by committing them to memory or store them in a safe place
(do not store passwords in login scripts or batch files).

Change passwords immediately if password has been seen, guessed, or otherwise
compromised, and report the compromise or suspected compromise to their ISSO.

Keep user identifications (IDs) and passwords confidential.

RPMS users shall not:

Use common words found in any dictionary as a password.

Use obvious readable passwords or passwords that incorporate personal data
elements (e.g., user’s name, date of birth, address, telephone number, or social
security number; names of children or spouses; favorite band, sports team, or
automobile; or other personal attributes).

Share passwords/IDs with anyone or accept the use of another’s password/ID,
even if offered.

Reuse passwords. A new password must contain no more than five characters per
eight characters from the previous password.

Post passwords.
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e Keep a password list in an obvious place, such as under keyboards, in desk
drawers, or in any other location where it might be disclosed.

e Give a password out over the phone.

A.1.8 Backups

RPMS users shall:

e Plan for contingencies such as physical disasters, loss of processing, and
disclosure of information by preparing alternate work strategies and system
recovery mechanisms.

e Make backups of systems and files on a regular, defined basis.

e [Ifpossible, store backups away from the system in a secure environment.

A.1.9 Reporting

RPMS users shall:

e Contact and inform their ISSO that they have identified an IT security incident
and begin the reporting process by providing an IT Incident Reporting Form
regarding this incident.

e Report security incidents as detailed in the /HS Incident Handling Guide
(SOP 05-03).

RPMS users shall not:

e Assume that someone else has already reported an incident. The risk of an
incident going unreported far outweighs the possibility that an incident gets
reported more than once.

A.1.10 Session Timeouts

RPMS system implements system-based timeouts that back users out of a prompt

after no more than 5 minutes of inactivity.

RPMS users shall:

e Utilize a screen saver with password protection set to suspend operations at no
greater than 10 minutes of inactivity. This will prevent inappropriate access and
viewing of any material displayed on the screen after some period of inactivity.

A.1.11 Hardware

RPMS users shall:

e Avoid placing system equipment near obvious environmental hazards (e.g., water
pipes).
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e Keep an inventory of all system equipment.
e Keep records of maintenance/repairs performed on system equipment.
RPMS users shall not:

e Eat or drink near system equipment.

A.1.12 Awareness

RPMS users shall:

e Participate in organization-wide security training as required.

e Read and adhere to security information pertaining to system hardware and
software.

e Take the annual information security awareness.

e Read all applicable RPMS manuals for the applications used in their jobs.

A.1.13 Remote Access

Each subscriber organization establishes its own policies for determining which

employees may work at home or in other remote workplace locations. Any remote

work arrangement should include policies that:

e Are in writing.

e Provide authentication of the remote user through the use of ID and password or
other acceptable technical means.

e Outline the work requirements and the security safeguards and procedures the
employee is expected to follow.

e Ensure adequate storage of files, removal, and nonrecovery of temporary files
created in processing sensitive data, virus protection, and intrusion detection, and
provide physical security for government equipment and sensitive data.

e Establish mechanisms to back up data created and/or stored at alternate work
locations.

Remote RPMS users shall:

e Remotely access RPMS through a virtual private network (VPN) whenever
possible. Use of direct dial in access must be justified and approved in writing and
its use secured in accordance with industry best practices or government
procedures.

Remote RPMS users shall not

¢ Disable any encryption established for network, internet, and Web browser
communications.
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A.2 RPMS Developers
RPMS developers shall:

Always be mindful of protecting the confidentiality, availability, and integrity of
RPMS when writing or revising code.

Always follow the IHS RPMS Programming Standards and Conventions (SAC)
when developing for RPMS.

Only access information or code within the namespaces for which they have been
assigned as part of their duties.

Remember that all RPMS code is the property of the U.S. Government, not the
developer.

Not access live production systems without obtaining appropriate written access
and shall only retain that access for the shortest period possible to accomplish the
task that requires the access.

Observe separation of duties policies and procedures to the fullest extent possible.

Document or comment all changes to any RPMS software at the time the change
or update is made. Documentation shall include the programmer’s initials, date of
change, and reason for the change.

Use checksums or other integrity mechanism when releasing their certified
applications to assure the integrity of the routines within their RPMS applications.

Follow industry best standards for systems they are assigned to develop or
maintain and abide by all Department and Agency policies and procedures.

Document and implement security processes whenever available.

RPMS developers shall not:

Write any code that adversely impacts RPMS, such as backdoor access, “Easter
eggs,” time bombs, or any other malicious code or make inappropriate comments
within the code, manuals, or help frames.

Grant any user or system administrator access to RPMS unless proper
documentation is provided.

Release any sensitive agency or patient information.

A.3 Privileged Users

Personnel who have significant access to processes and data in RPMS, such as system
security administrators, systems administrators, and database administrators, have
added responsibilities to ensure the secure operation of RPMS.

Application Overview User Manual Rules of Behavior

August 2024

33



Practice Management Application Suite (BPRM) Version 4.4

Privileged RPMS users shall:

Verify that any user requesting access to any RPMS system has completed the
appropriate access request forms.

Ensure that government personnel and contractor personnel understand and
comply with license requirements. End users, supervisors, and functional
managers are ultimately responsible for this compliance.

Advise the system owner on matters concerning information technology security.

Assist the system owner in developing security plans, risk assessments, and
supporting documentation for the certification and accreditation process.

Ensure that any changes to RPMS that affect contingency and disaster recovery
plans are conveyed to the person responsible for maintaining continuity of
operations plans.

Ensure that adequate physical and administrative safeguards are operational
within their areas of responsibility and that access to information and data is
restricted to authorized personnel on a need-to-know basis.

Verify that users have received appropriate security training before allowing
access to RPMS.

Implement applicable security access procedures and mechanisms, incorporate
appropriate levels of system auditing, and review audit logs.

Document and investigate known or suspected security incidents or violations and
report them to the ISSO, Chief Information Security Officer (CISO), and systems
owner.

Protect the supervisor, superuser, or system administrator passwords.

Avoid instances where the same individual has responsibility for several functions
(i.e., transaction entry and transaction approval).

Watch for unscheduled, unusual, and unauthorized programs.
Help train system users on the appropriate use and security of the system.

Establish protective controls to ensure the accountability, integrity,
confidentiality, and availability of the system.

Replace passwords when a compromise is suspected. Delete user accounts as
quickly as possible from the time that the user is no longer authorized system.
Passwords forgotten by their owner should be replaced, not reissued.

Terminate user accounts when a user transfers or has been terminated. If the user
has authority to grant authorizations to others, review these other authorizations.
Retrieve any devices used to gain access to the system or equipment. Cancel
logon IDs and passwords and delete or reassign related active and backup files.
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Use a suspend program to prevent an unauthorized user from logging on with the
current user's ID if the system is left on and unattended.

Verity the identity of the user when resetting passwords. This can be done either
in person or having the user answer a question that can be compared to one in the
administrator’s database.

Shall follow industry best standards for systems they are assigned to and abide by
all Department and Agency policies and procedures.

Privileged RPMS users shall not:

Access any files, records, systems, etc., that are not explicitly needed to perform
their duties

Grant any user or system administrator access to RPMS unless proper
documentation is provided.

Release any sensitive agency or patient information.
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Glossary

Employer
Company or person that has hired the patient, often offering private health
insurance as part of the benefit package.

Health Record Number

A number assigned to each patient by the Medical Records Department (if
possible).

Resource and Patient Management System
A suite of software programs maintained for IHS use.

Social Security Number
A nine-digit number assigned by the Social Security Administration for
tracking and Social Security benefit purposes.
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Acronym List

Acronym Definition

GUI Graphical User Interface

HRN Health Record Number

IHS Indian Health Service

IP Internet Protocol

RPMS Resource and Patient Management System
URL Uniform Resource Locator
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Contact Information

If you have any questions or comments regarding this distribution, please contact the
IHS IT Service Desk.

Phone: (888) 830-7280 (toll free)
Web: https://www.ihs.gov/itsupport/

Email: itsupport@ihs.gov
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