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Preface

The purpose of this manual is to provide the user with the information required to
install the IHS USER SECURITY AUDIT (BUSA) package.
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1.0 Release Notes

The new BUSA package is a utility which enables user activity to be tracked. As a
requirement for Meaningful Use (MU) stage two certification, all activity relating to
patient data querying, adding, editing, copying, deleting, and printing must be logged.

The BUSA package also contains a web-enabled reporting interface which permits
this logged data to be filtered, sorted and displayed.

Installation Guide and Release Notes Release Notes
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2.0 Installation Notes
Prefix: BUSA

Current Version: 1.0

Note: Read entire notes file prior to attempting any installation

e All patches to Version 1.0 will be cumulative
e Make a copy of this distribution for offline storage.
e Print all notes and readme files.

e Itis recommended that terminal output during the Kernel Installation and
Distribution System (KIDS) installation be captured using an auxport printer
attached to the terminal at which the user is performing the software
installation or using a screen capture. This capture combined with the KIDS
entry in the INSTALL file will ensure a printed audit trail should any
problems arise.

2.1 Contents of Distribution

File Description

busa0100.k KIDS file

busa010i.pdf Installation Guide and Release notes
busa010u.pdf User Manual

busa010t.pdf Technical Manual

2.2 Required Resources

Module/Software Minimum Version
InterSystems Ensemble v2012.2.0 or later
VA FileMan (DI) v22.0 Patch 1003 or later
VA Kernel (XU) \v8.0 Patch 1015 or later
BMW.dat v1.0 Patch 2 or later
Installation Guide and Release Notes Installation Notes
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2.3

2.3.1

2.3.2

2.3.3

2.3.4

Before You Begin: Installation Issues

BMW v1.0 Patch 2 Installation Verification

As noted in Section 2.2, to install the new BUSA application, the BMW v1.0 Patch 2
must be installed. As part of the BMW installation process, the BMW global must be
properly mapped in the RPMS environment or the installation of the BUSA
application will not be permitted to continue. For directions on how to map the BMW
global, please see Appendix C of the Practice Management Application Suite Version
1.0 Patch 2 Installation Guide and Release Notes.

BUSA Reporting Tool — Authorized Users

During the installation process, the installer will be prompted to enter a list of users
who are approved to use the reporting tool included with this package. This list of
approved users should therefore be developed prior to installing this package. Also,
since this reporting tool shows patient related activity, care should be taken to only
provide access to the appropriate users.

BUSA Package — Central Processing Unit (CPU) Capacity

The BUSA Application Programming Interface (API) calls should not have a
noticeable impact on the CPU capacity.

BUSA Package — Disk Usage

Since the BUSA application will log all user patient related activity, it will be a very
large consumer of disk space. A detailed plan should therefore be developed to
account for this need. See the installation configuration section for more information
on mapping the BUSA storage globals in their own Cache *.dat’ file(s).

Installation Guide and Release Notes Installation Notes
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3.0

3.1

3.1.1

3.1.2

Installation Instructions

Pre-KIDS Installation Setup Configuration

As noted in Section 2.3.4, the BUSAD and BUSAS globals should be placed in their
own CACHE.DAT database file due to storage considerations. The following
instructions show how to create a database and map these globals to that database.
These instructions show the procedures for Ensemble 2012. Previous versions use the
same procedures, but the screen displays will be different.

NOTE: These instructions should be performed before installing the initial BUSA
patch. If this was not done then please check with support for instructions on how to
copy this data to the new database after it has been setup.

Prerequisites

Before creating the database, locate a directory path on your server where there is
sufficient storage available for the new database. Make sure that this directory path is
included in your site's backup procedures so that this database backed up on a regular
basis. For the examples below, we will use I'\E2012\BUSAGOLD4 as the directory
path name.

Also, select a name for the new database, preferably one that includes "BUSA" and
the RPMS namespace/database name that it is associated with. For the examples
below, the original RPMS namespace and database name is GOLD4, so the database
name to be used is BUSAGOLDA4.

Create a Database

1. Navigate to the Ensemble Management Portal by selecting it from your list of
Favorites in Internet Explorer, from a saved desktop icon, or by right-clicking the
Ensemble Cube in your Windows System Tray and selecting Management
Portal.

Installation Guide and Release Notes Installation Instructions
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{ZLogin E3IHS - Windows Internet Explorer

[# http: focahost 57775 csp/sys{UtiHome. csp

= IEREIES Iai‘iws‘;arrh Pl
Eile Edit Wiew Faworites  Tools  Help
v Favartes | < [ Sunoested Sites ~ @] Wb Sics Galery =
A Login E3TH5 I I fp - B - L e - Page v Safety - Tooks v -
Server. VDENMIHSDBDO1 Instance: E3IHS by IrterSystems
Usar tiame |
Eoseiord ]
=
[Bone T T T T T T [ WdLlocaintranet g v R 100% -~
1] ) 4

Figure 3-1: Navigate to the System Portal Page

2. Enter your username and password and click LOGIN.
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{ZE31HS - Home - Windows Internet Explorer [_Ta]x]

@TE\-,- [# Ftto:ffocahost 57775 csp/sys{UtiHome. csp? CSPCHD=00000001000031 2gkumu0000:3gDmCH7d<b0 77 mexzw-- B IENEES IEILNESearEh P

Eile Edit Wiew Faworites  Tools  Help

< Favartes | o [ Sungested Sites ~ @] weh Sice Gallery ~

A E3HS - Home | | 5 - B - LY e= - Page~ Safety - Tooks - (@h-
Menu Home | About | Help | Logout =l
Server QU EEIVE Namespace:%SYS Switch
User: khalfpen Licensed io: Yangent, Inc.  Instance: E3IHS by InterSystsms
Search: | Management Portal

System Information
General details on this system

Welcome to the Management Portal G i sy

Please zelect one of the categories on the left or one of the options below _
System Up Time

DeepSee Favorites Did you know? 15d 21h 47m
5 Sodtafabfite page ou can wiews the partal in a different languag )
by clicking on the About link at the top of the  ENsemble Productions
page and changing the preferred language.  Productions running on this

system
Ensemble
AGMPI.PatientRegistration in

AGMPIGOLD1
Suspended
Wiew details

System Operation
wr AGMPL.P atientRegistration in
Recent Links AGMPITEST1
Go to a recently viewed page Pages you may be interested in Suspended

‘ ’ System Explorer Local Databases Samples View delails
Routine Mappings Daocumentation AGMPI.PatientRegistration in
Package Mappings Suppart aﬁmylxxx
- R Global Mappings InterSystams \/llje"v:Id':agtlans
System Administration Namespaces Developer Connection
Users BJMD.Prod.Production in
C3260LD1
Running
“iew details

BJMD.Prod.Production in
C32G0LD2

Running

“iew details

BJMD.Prod.Production in
C32TEST4

Stopped

Wiew details

BCCD.Prod.Production in

CCDAGOLD4

Running

“iew details

Rx.Prod.Production in =l
[T [ [ [fe 5 tocal intranet [Fa~[®wmwm -

Figure 3-2: Main Management Portal Page

3. Click System Administration then Configuration and then System
Configuration.
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{ZE31HS - Home - Windows Internet Explorer

@T\t\ @ [ hitp:/flocalhost: 57775 cspfsys/LtiHome csp?C 5P CHE=00000001 000031 ZgkumuDD 00 3gDm 7 dkbh7 me0zw-—
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Favorites  Tools  Help
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A E3THS - Home

- - [ g=n - Page~ Safety - Tooks - (gh-

Menu

Home | About | Help | Logout

Server QU EEIVE Namespace:%SYS Switch
Licensed (0; Vangent, Inc.  Instance: E3IHS

User. khalfpen

by InterSystems

Search:‘

Management Portal

DeepSee

Ensemble

System Operation

System Explorer

System Administration

Configuration » System Configuration » hemory and Startup

Security »

Connectivity »

MNamespaces

Licensing »

Mirror Settings »

Local Databases

Encryption »

Database Backup »

Remote Databases

CEP Gateway Management

Journal Settings

System Information
General details on this system

Wiew System Dashboard
System Up Time
15d 21h 49m

Ensemble Productions

SOL and Object Settings »

Device Settings »

Mational Language Settings »

Zen Repaorts »

Additional Settings »

Productions running on this
system

AGMPI.PatientRegistration in
AGMPIGOLD1

Suspended

“iew details

AGMPI.PatientRegistration in
AGMPITEST1

Suspended

Wiew details

AGMPIL.PatientRegistration in
AGMPIXXX

Running

“iew details

BJMD.Prod.Production in
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Running

“iew details

BJMD.Prod.Production in
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Running
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BJMD.Prod.Production in
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Figure 3-3: Navigate to Configuration, System Configuration, Local Databases

4. Click Local Databases (You may also need to click a GO button, if prompted.)
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ocal Database:

G

Eil=  Edit Wiew Faworites  Tools  Help

indows Internet Explorer

B 4| X IEILNESEar:h

® [ hitp:/flocalhost: 57775 csplsysimar UtisysDatabases cspiRecent=1

<y Favartes | o [ Sungested Sites ~ @] weh Sice Gallery ~

& Local Databases | | P~ B - L =1 - Page~ Safety - Tooks - (@~
Menu Home | About | Help | Logout System = Configuration > Local Databases LI
Server' Mamespace: WSYS
User  khalfpen Licensed to: Vangent, Inc.  Instance E3IHS by InterSystems
The following Is a list of the local databases: Last update: 2013-07-12 14:27:28.743 [ Auto

|F||IEr. Page size: [20 =] fems found: 40 Page [1]2 » s of2 |

Hame Directory Size (MB) | Status Resource Encrypted | Journal

CACHESYS | holintersystemshedinsimgrt 172 | Mourted/RW | %DB_CACHESYS | Ho Yes Eclt - Globals

CACHELIB hiintersystemsie3insimgrioacheliol 324 | Mourted/R | %DB_CACHELIB | Mo Ho Edlt - Globals

CACHETEMP | Foiintersy stemshedinsmoricachetemp 1095 | Mourted/Rv | %DE_CACHETEMP | No Ho Edlt - Globals

CACHE hiintersystemsie3hsimgricachel 31 | Mourted/Rw | %DB_CACHE Ho Ho Edlt - Globals

CACHEAUDIT | hiintersystemsiedihsmyrcacheaucit 21 | Mourted W | %DB_CACHEAUDIT | ko Yes Eciit - Globals

AGMPIGOLDN | [ersembletsains-agmpigold | 51 | Mounted/Rv | %DE_%DEFALLT | No Ho Edft | Delete | Globals

AGMPIGOLD2 | fiensembleteSins-agmpigold2i 11 | Mourted/Rw | %DB_%DEFALLT | No Ho Edt | Delete | Globals

AGMPITEST1 | fersemblelsdins-agmpitestt | 51 | Mounted/Rv | %DE_%DEFALLT | No Ho Edft | Delete | Globals

AGMPINH | hointersystemsieSinsmgriagmpioock 11 | Mourted/Rw | %DB_%DEFALLT | No Ho Edt | Delete | Giobals

BMAGOLDT | kiensemblete201 2hmywvgoldy 4317 | Mourted W | %DB_%DEFAULT | Mo o Edit | Delete | Globals

BMWEOLDZ | kensemblehe201 Zbmwgold2y 4817 | Mourted/Rv | %DE_%DEFALLT | No Ho Edft | Delete | Globals

BMWGOLDS | klensemblete201 Zhmwgolddy 3384 | Mourted/Rw | %DB_%DEFALLT | No Ho Edt | Delete | Globals

BMWTEST1 kensembleie201 2%mwisst1y 4317 | Mourted RV | %DB_%DEFAULT | Mo Mo Edt | Delete | Globals

BMWTESTS | kiensemblehe201 Zbmyestdy 3384 | Mourted/Rw | %DB_%DEFALLT | No Ho Ecft | Delete | Globals

C3260LD1 | [ensembleteSihs-c32gold!y 1175 | Mourted/Rw | %DB_%DEFALLT | No Ho Edt | Delete | Globals

C32GOLD2 | [ensembletsaine-ca2gold2y 162 | Mourted/RW | %DB_%DEFAULT | Ho Ho Edft | Delete | Globals

C32TEST4 | fensembleteSins-c32testdt 144 | Mourted/R | %DB_%DEFAULT | Ho Yes Edt | Delete | Giobals

CCDAGOLDT | kiensemblete201 2iccdagold1y 102 | Mourted/W | %DB_%DEFAULT | Mo Yes Edt | Delete | Globals

CCDAGOLDA | kensemblete201 Hccdagolddy 2674 | Mourted/Rv | %DE_%DEFALLT | No Ho Edft | Delete | Globals

CCDATEST4 | klensemblete201 Ziccratestdt 114 | Mourted/RW | %DB_%DEFAULT | Ho Yes Edt | Delete | Globals

[Next page]
[Dane [T [ [ [fe 8 tocal intranet

Figure 3-4: Sample Local Database Definitions Page

5. Click Create New Database.

Installation Guide and Release Notes Installation Instructions
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{2 Database Wizard - Windows Internet Explorer

Database Wizard

ThiS wizard will help you create a new database.

Enter the name of your database: ||

Databhase directury:l Browse... |

(Base directory is empty. Please enter one or ‘Browse' to select one.)

= Hack | [ext = | Finish | Cancel |

Done Vil Local intranet Yhov | m00% -
3§ i ’é

Figure 3-5: New Database Wizard

6. Enter the name of your database and either directly enter or browse for the
directory (both items were described in the previous section).

Installation Guide and Release Notes Installation Instructions
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M= |

/= Database Wizard - Windows Internet Explorer

Database Wizard

This wizard will help you create a new database.

Enter the name of your database: |BUSAGOLD¢
Database directony: |E:1E2D121EtUS.lEGLD4'|. Erowse...

(Base directory is empty. Please enter one or Browse' lo select one.)

<Back | mNext> | Finish | Cancel |

[Bone T N tocal ntranet [a - [Rio% - 4

Figure 3-6: Sample New Database Settings

7. Click Next.

Installation Guide and Release Notes Installation Instructions
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6:' Database Wizard - Windows Internet Explorer

Database Wizard

Enter details about the database.

How big do you want the initial database to be?

Initial Size (MB): |1n|

Block size is the size of the blocks that the databases uses.
Block size for this database will be: KB

Do wou wish to journal globals in this database?

Journal globals: IYES "I

fou may create an Encrypted Database if Encryption is activated.

Encrypt Database? [T (Encryption is not activated)

< Back | Mext = | Finish | Cancel |

Done ’_ I_ I_ I_ ’_ I_ I_ [%J Local intranet [“a - [®100% - 4

Figure 3-7: Additional Database Settings

8. Set the Initial Size to at least 10 (as shown). Larger sites with significant numbers
of patients and visits may want to start with 100 or more.

9. Click Finish. The new database should be visible in the list.

Installation Guide and Release Notes Installation Instructions
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Figure 3-8: Database Listing Showing New Database

10. This completes the steps for creating a database.

3.1.3 Map the BUSA Globals to the New Database
1. Continuing from the previous section, click Home to return to the Home Page.
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{ZE31HS - Home - Windows Internet Explorer [_Ta]x]
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A E3HS - Home | | 5 - B - LY e= - Page~ Safety - Tooks - (@h-
Menu Home | About | Help | Logout =l
Server QU EEIVE Namespace:%SYS Switch
User: khalfpen Licensed io: Yangent, Inc.  Instance: E3IHS by InterSystsms
Search: | Management Portal

System Information
General details on this system

Welcome to the Management Portal G i sy

Please zelect one of the categories on the left or one of the options below _
System Up Time

DeepSee Favorites Did you know? 15d 21h 47m
5 Sodtafabfite page ou can wiews the partal in a different languag )
by clicking on the About link at the top of the  ENsemble Productions
page and changing the preferred language.  Productions running on this

system
Ensemble
AGMPI.PatientRegistration in

AGMPIGOLD1
Suspended
Wiew details

System Operation
wr AGMPL.P atientRegistration in
Recent Links AGMPITEST1
Go to a recently viewed page Pages you may be interested in Suspended

‘ ’ System Explorer Local Databases Samples View delails
Routine Mappings Daocumentation AGMPI.PatientRegistration in
Package Mappings Suppart aﬁmylxxx
- R Global Mappings InterSystams \/llje"v:Id':agtlans
System Administration Namespaces Developer Connection
Users BJMD.Prod.Production in
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Running
“iew details

BJMD.Prod.Production in
C32G0LD2

Running

“iew details

BJMD.Prod.Production in
C32TEST4

Stopped

Wiew details

BCCD.Prod.Production in
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Running

“iew details
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[T [ [ [fe 5 tocal intranet [Fa~[®wmwm -

Figure 3-9: View of the Management Portal Main Page

2. Click System Administration then Configuration and then System
Configuration.
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{ZE31HS - Home - Windows Internet Explorer
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Home | About | Help | Logout
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Search:‘
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Ensemble
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System Explorer

System Administration
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Connectivity »
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Licensing »
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System Information
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Figure 3-10: Selecting Configuration, System Configuration, Namespaces

3. Click Namespaces (You may also need to click a GO button, if prompted.)
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lamespaces - lows Internet Explorer
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ate New Namespace
Current Namespaces and their default databases for glokals and routines: Last uprite: 2013-07-12 14:46:37.810 [~ futo

|F||IEr. Page size: [20 <] fems found: 32 Page [1]2 » s of2 |

Hamespace | Globals Routines Temp Storage

WEYE CACHESYS CACHESYS CACHETEMP - Global Mappings | Routine Mappings | Package Mappings
AGMPIGOLDT | AGMPIGOLDT | AGMPIGOLD | CACHETEMP Edit | Global Mappings | Rouline Mappings | Packace Mappings | Delete
AGMPIGOLDZ | AGMPIGOLDZ | AGMPIGOLD2 | CACHETEMP Edit | Global Mappings | Routine Mappings | Package Mappings | Delete
AGMPITEST! | AGMPITEST! | AGMPITEST1 | CACHETEMP Edit | Global Mappings | Rouline Mappings | Packace Mappings | Delete
AGMPIRK AGMPER AGMPIXKX CACHETEMP Edit | Global Mappings | Routine Mappings | Packace Mappings | Delete
BMAGOLDT BMAWIGOLD1 BMWNGOLDT CACHETEMP Edit | Global Mappings | Routine Mappings | Package Mappings | Delete
BMWSOLD2 | BMMGOLD2Z | BMWGOLDZ | CACHETEMP Edit | Global Mappings | Rouline Mappings | Packace Mappings | Delete
BMWEOLDE | BMAWGOLDY | BMWGOLDY | CACHETEMP Edit | Global Mappings | Routine Mappings | Package Mappings | Delete
BMWTESTT BMWTESTH BWWYTEST1 CACHETEMP Edit | Global Mappings | Routine Mappings | Package Mappings | Delete
BMATESTS BMATEST4 BMWTEST4 CACHETEMP Eclit | Global Mappings | Routine Meppings | Packaoe Meppings | Delete
C32GOLD1 C€32G0LD1 C32G0LD1 CACHETEMP Edit | Global Mappings | Routine Mappings | Package Mappings | Delete
C32G0LD2 C€32G0LD2 C32G60LD2 CACHETEMP Edit | Global Mappings | Routine Mappings | Packace Mappings | Delete
CI2TEST4 CI2TEST4 C32TEST4 CACHETEMP Edit | Global Mappings | Routine Mappings | Packace Mappings | Delste
CCDAGOLDY | CCDAGOLDM | CCDAGOLDT | CACHETEMP Edit | Global Mappings | Routine Mappings | Package Mappings | Delete
CCDAGOLD4 | CCDAGOLD4 | CCDAGOLDS | CACHETEMP Edit | Global Mappings | Rouline Mappings | Packace Mappings | Delete
CCDATEST4 | CCDATEST4 | CCDATESTY | CACHETEMP Edit | Global Mappings | Routine Mappings | Package Mappings | Delete
DOCBOOK DOCBOOK DOCBOOK CACHETEMP Edit | Global Mappings | Routine Mappings | Package Mappings | Delete
EDRTEST1 EDRTEST1 EDRTEST1 CACHETEMP Edit | Global Mappings | Routine Mappings | Packace Mappings | Delete
ENSDEMO ENSDEMC EMSDEMO CACHETEMP Edit | Global Mappings | Routine Mappings | Package Mappings | Delete
ENSEMBLE ENSEMBLE EMSEMELE CACHETEMP Edit | Global Mappings | Rouline Mappings | Packace Mappings | Delete

Next page]

|

[Dane: [T [ [ [fe 8 tocal intranet [Fa~[®wm -

Figure 3-11: Sample Display of Defined Namespaces

4. Locate your main RPMS namespace. (You may have to click Next Page at the
bottom to see additional pages of namespaces.) When you have located it, click
Global Mappings on that line.
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{ZGlobal Mappings - Windows Internet Explorer [_Ta]x]

@“‘ y® @ http:flocahost 57775/ csp/sysimar %25CsP, UL Portal, Mappings. ds7MapType=GhiEID1=GOLDAESIDE=1 =l Bl # )| x| @ Live search P

Eil=  Edit Wiew Faworites  Tools  Help

<y Favartes | o [ Sungested Sites ~ @] weh Sice Gallery ~

& Global Mappings | | - B - L0 e - Page~ Safety - Took - @h-
Menu Home | About | Help | Logout System = Configuration > Mamespaces > Global Mappings =
Server. Mamespace: %SYS
L vlapp User: khalfpen Licensed io: Vangent, Inc.  Instance E3IHS by InterSystsms
MNew Global Mapping Saye Changes Cancel Changes |
The global mappings for namespace GOLD4 are displayed below:
Global Subscript Database
%I GOLD4 Edit Delete.
%218 GOLD4 Edit Delete.
%218 GOLD4 Edit Delste. &
%ZISL GOLD4 Exit Delete.
HZOSF GOLD4 Exit Delete.
%IRTL GOLD4 Edit Delete.
%ITER GOLD4MNS Edit Delete.
%ITSCH GOLD4MS Edit Delete.
%ITSK GOLD4MNS Edit Delete.
%BIUA GOLD4 Edit Delete.
%™ GOLD4 Eclit Delete.
ABMDTMP GOLDAMNI Ediit Delete.
ACPTEMP GOLDAMNI Ecit Delete
AGSSTEMP GOLDAMN] Ecit Delete
AGSSTMPY GOLDAMN Eclit Celete
AGETEMP GOLDAN Ecit Delete
AGTMP GOLDAMN Ecit Delete
APCHTMP GOLD4MN) Et Delete.
ATHTMP GOLD4MN) Eit Delste.
AUMDDTMP GOLDAN Ecit Delete
AUMDOTMP GOLDAMN Ecit Delete
AUTTEMP GOLDAN Ecit Delete
BARTMP GOLDANS Ecit Delete
BCCD.AudiL™ CCOAGOLDS Edit. Celete.
BCCDKfer™ CCDAGOLDY Edit. Celete.
BOMTMP GOLDAMNS Edit. Delete.
BDWHLOG GOLD4MNS Edit Delete.
BDWTMP GOLD4MS Edit Delete.
BGOTEMP GOLD4MNS Edit Delete.
BGOTMP GOLD4MS Edit Delete.
BGPELDEA GOLD4MNS Edit Delete.
BGPELDEE GOLD4MS Edit Delete.
BGPELDCA GOLDANI Ediit Delete.
BGPELDCE GOLDAMNI Ecit Delete
BGPELDFA GOLDAMI Eclit Delete LI
Ihttp: fflocalhost:S 7775 csp/sysimar [%25CSP. L. Portal. Mappings cls?MapType=GblaID 1 =GOLD4e4ID2=1 £ [T [ [ [fe 8 tocal intranet [Fa~[®wm -

Figure 3-12: Sample Global Mappings page

5. Scroll down and make sure that there are no items currently listed in the Global
column that begin with BUSA. If there are, then please check with support before
proceeding.

6. Click New Global Mapping.
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{2 Global Mapping - Windows Internet Explorer

Global Mapping

Map a new global in namespace GOLD4:

Global database location: | Salect One — j

Glohal name: I

Global subscripts to be mapped; |

Subscript reference must begin with an open parenthesis. Click here to
see examples,

Advanced

Apply | CIKl Cluael

Figure 3-13: Global Mapping Wizard

7. In the Global database location drop-down box, select the database created in
the previous section.

8. In the Global name box, type BUSAD.

{Z Global Mapping - Windows Internet Explorer

Global Mapping

Map a new global in namespace GOLD4:

Glohal databhase location: |BUSAGQ|_D;1 j
Global name: IBUSAD|

(Global subscripts to be mapped: I

Subseript reference must begin with an open parenthesis. Click here to
see examples,

Advanced

Apply | DKl Clnsel

Figure 3-14: Sample Global Mappings Settings

9. Click Apply. (Note that the changes have not yet been saved.)
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10. Change the Global name to BUSAS.

{Z Global Mapping - Windows Internet Explorer

Global Mapping

Map a new global in namespace GOLD:

Glohal datahase location: IEUSAGQLDq j
Glohal name: IBUSAS|

Global subscripts to be mapped: I

Subs=cript reference must begin with an open parenthesis. Click here to
see examples,

Advanced

Apply | OKl Cluael

Figure 3-15: Sample Global Mappings Settings - changing the Global name

11. Click OK. (Note that the changes have not yet been saved.)
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7 (kb e - Wiasdrws rdemet | ke

| Giobal Magpings | st e Vgt . ES :
Mrw Ginhal Mapperg | Svem Changes | Cancel Changes |
‘ Earrdi) chinged Cheh Save Chasged 10 Lime il fhe Conkquratson B o Tancil Changes' 1o dacsnd
TI:---_|'¢.<:.5 meEnEings bor rdmespace GOLDY are detplined badow
okl Sudvrrigd Cumtians
I e bel)
bl QLD
253 ooLDE =
w51 GOLD
wIOGF oD
NI dELD
SITER QOLDENS
RITECH GoLDEHS
WITiK GOLDERY
L%, Y el e ]
[T e Fell
AT QoL
ACFTEMR DL DN
AEXEETEMF P
ATEETMR OoLDas
ACETEMP SOLCMNL
AT OOLDS
APCHTMP GOLDMets
ATETMI GOLEENY
Ay DOLDERS
AT TP OCLDEHL
ALITTEM SOLES
BARTEF ale Wil
B At ® CCOMOOLDN
DL b = SCOASOLE
BOMTER OOLD-ENY
BEL G OOLDENS
BETU MOLDEH)
BOOTEMR DOLDENY
BOCTER GO
BOPELEMA QLIRS
BOPELDE OOLLY
BOPELDCA GOLDEH
BOPELDCE OCLDEHS
BOPELEPA SO . -]
T e S I T

Figure 3-16: Global Mappings Display - Save Changes Step

12. Click Save Changes. The new mappings should be visible in the list. (You may
need to scroll down to locate them. See Figure 3-17 for display of new mappings.)
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7 Tkl rlapgerage. - Waniews Qi eieen | gdsie
ﬁ » |« [y, - = a0 g Foie
P X Yes Fpeoiten fioh  bel
Fariled ¥ - e
< @t Moggogs || -8 = - fame ey B -
TOOTHS 1 ﬂ
BOPELDRA JOLDENS
BOPELDBE O DuEHE
BOPELDCA LEEHD
BOPELDC OOLDENS
BOPELDPS, DOLC-END
BOPELDPE GOLDSHS
BOPOSTIA
BOPGFTLA

BOPGFOCE
BOPOPCHEI
BOPGFOERE
BOPGFOPA

BapaFOPT L DN

Figure 3-17: Display of new global mappings
13. This completes the steps for mapping the globals.

3.2 KIDS Installation Instructions
This section details the steps required to install the BUSA KIDS package. This is a
new package with new routines, so there should not be anything on the system to
back up or compare.
Also, no options need to be taken out of service because the components to be added
will not be directly added to any existing options.
Since the installer of this package will be prompted to enter the user (or users) who
will be given access to the reporting tool, the installation step of the BUSA package
should not be queued to run in the background.
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3.2.1 Pre-Installation

If possible, initially load the software into a test account, then into the production
account. There are no routines or globals to remove after the installation is
complete.

Refer to the BUSA Installation steps (Section 3.2) and its corresponding Sample
BUSA Installation (Section 4.0) for the applicable prompts and user responses.
User responses appear in bold type.

3.2.2 BUSA Installation

1.
2.

8.
9.

From the KIDS menu, select the Installation menu.

From the XPD Main -> Installation menu, select Option 1: Load a
Distribution.

Type busa0100.k at the “Enter a Host File” prompt. Please note the file path
might need to precede the file name with the appropriate host path. This is the file
to retrieve from the appropriate software directory.

Type Yes (or press ENTER to accept the default) at the “Want to Continue with
Load? YES//” prompt.

KIDS file busa0100.k contains the following installation file:
IHS USER SECURITY AUDIT 1.0

From the Installation menu, select Option 2: Verify Checksums in Transport
Global. This option provides a mechanism for ensuring the integrity of your
routines. This step verifies checksums for the components of the Transport global,
and reports any errors uncovered.

Type IHS USER SECURITY AUDIT 1.0 as the install name.

Optional: At this time, you can elect to exercise one of the following installation
options. If you elect to use one of these, use IHS USER SECURITY AUDIT 1.0
as the install name.

a. Back Up a Transport Global — this option creates a MailMan message that will
back up all current routines on the system that would be replaced by this
release. (Because this is a new release no files will be replaced.).

b. Compare Transport Global — this option allows you to view all changes that
will result from the installation of this patch and compares them with the
values currently loaded on the system (routines, data dictionaries, templates,
etc.).

From the Installation menu, select the Install Packages(s) option.

At the “Select Install Name prompt”, type IHS USER SECURITY AUDIT 1.0.
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10. Respond to the following prompts as indicated:

a. At the “Want KIDS to Rebuild Menu Trees Upon Completion of Install?
YES//I” prompt, type NO.

b. At the “Want KIDS to INHIBIT LOGONSs during the install?//YES” prompt,
type NO.

c. Atthe “Want to DISABLE Scheduled Options, Menu Options and
Protocols?// YES” prompt, type NO.

11. Type the device that will print the install messages.

12. At the “Enter the user to add/delete BUSA Reporting Access for User:” prompt,
enter the list of approved users of the BUSA reporting tool.

13. Exit the Installation menu.
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4.0 Sample Installations

4.1 Sample Cache Install

Select OPTION NAME: XPD MAIN Kernel Installation & Distribution System

Edits and Distribution ... Utilities ...
Installation ...
Patch Monitor Main Menu ...

You have 4 PENDING ALERTS
Enter "VA to jump to VIEW ALERTS option

Select Kernel Installation & Distribution System Option: Installation

1 Load a Distribution

2 Verify Checksums in Transport Global

3 Print Transport Global

4 Compare Transport Global to Current System

5 Backup a Transport Global

6 Install Package(s)

Restart Install of Package(s) Unload a Distribution

You have 4 PENDING ALERTS
Enter "VA to jump to VIEW ALERTS option

Select Installation Option: 1 Load a Distribution
Enter a Host File: C:\RPMS\busa0100.k [] Type in the correct file path here

KIDS Distribution saved on Nov 05, 2013@19:58:24
Comment: IHS USER SECURITY AUDIT 1.0

This Distribution contains Transport Globals for the following Package(s): IHS USER
SECURITY AUDIT 1.0
Distribution OK!

Want to Continue with Load? YES// YES
Loading Distribution. ..

Build IHS USER SECURITY AUDIT 1.0 has an Environmental Check Routine
Want to RUN the Environment Check Routine? YES// YES

IHS USER SECURITY AUDIT 1.0

Will first run the Environment Check Routine, BUSA1PRE

Use INSTALL NAME: IHS USER SECURITY AUDIT 1.0 to install this Distribution.

1 Load a Distribution

2 Verify Checksums in Transport Global

3 Print Transport Global

4 Compare Transport Global to Current System

5 Backup a Transport Global

6 Install Package(s)

Restart Install of Package(s) Unload a Distribution

Select Installation Option: 2 Verify Checksums in Transport Global

Select INSTALL NAME: IHS USER SECURITY AUDIT 1.0 Loaded from Distribution
Loaded from Distribution 11/13/13@13:51:43

=> IHS USER SECURITY AUDIT 1.0 ;Created on Nov 05, 2013@19:58:24
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This Distribution was loaded on Nov 13, 2013@13:51:43 with header of
IHS USER SECURITY AUDIT 1.0 ;Created on Nov 05, 2013@19:58:24
It consisted of the following Install(s): IHS USER SECURITY AUDIT 1.0

Want each Routine Listed with Checksums: Yes// YES
DEVICE: HOME// VT

PACKAGE: IHS USER SECURITY AUDIT 1.0 Nov 13, 2013 1:51 pm PAGE 1

BUSA1PRE Calculated 7769799
BUSAACVR Calculated 1545256
BUSAAPI Calculated 16710103
BUSABQI Calculated 1009756
BUSACLAS Calculated 21482164
BUSAMAG1 Calculated 12323109
BUSAOPT Calculated 27951455
BUSARPC Calculated 117878520
BUSATRAN Calculated 6549672
BUSAUTIL Calculated 211041887

10 Routines checked, 0 failed.

Load a Distribution

Verify Checksums in Transport Global

Print Transport Global

Compare Transport Global to Current System
Backup a Transport Global

Install Package(s)

Restart Install of Package(s)

Unload a Distribution

OO~ WNPRE

Select Installation Option: 6 Install Package(s)

Select INSTALL NAME: IHS USER SECURITY AUDIT 1.0 Loaded from Distribution
Loaded from Distribution 11/13/13@13:51:43

=> |IHS USER SECURITY AUDIT 1.0 ;Created on Nov 05, 2013@19:58:24

This Distribution was loaded on Nov 13, 2013@13:51:43 with header of

IHS USER SECURITY AUDIT 1.0 ;Created on Nov 05, 2013@19:58:24

It consisted of the following Install(s):

IHS USER SECURITY AUDIT 1.0

Checking Install for Package IHS USER SECURITY AUDIT 1.0
Will Ffirst run the Environment Check Routine, BUSA1PRE

Install Questions for IHS USER SECURITY AUDIT 1.0
Incoming Files:

9002319.01BUSA AUDIT LOG SUMMARY

9002319.02BUSA AUDIT LOG DETAIL

9002319.03BUSA AUDIT RPC DEFINITIONS (including data)
9002319.04BUSA SWITCH SETTINGS

9002319.05BUSA CACHE CLASS TRANSPORT (including data)
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9002319.07BUSA RPC TRANSPORT LIST
Want KIDS to Rebuild Menu Trees Upon Completion of Install? NO// NO

Want KIDS to INHIBIT LOGONs during the install? NO// NO
Want to DISABLE Scheduled Options, Menu Options, and Protocols? NO// NO

Enter the Device you want to print the Install messages.
You can queue the install by enter a "Q" at the device prompt. Enter a "~" to abort
the install.

DEVICE: HOME// VT

Install Started for IHS USER SECURITY AUDIT 1.0 : Nov 13, 2013@13:52:02
Build Distribution Date: Nov 05, 2013

Installing Routines:
Nov 13, 2013@13:52:02

Running Pre-Install Routine: PREMBUSA1PRE

Installing Data Dictionaries:
Nov 13, 2013@13:52:02

Installing Data:
Nov 13, 2013@13:52:02

Installing PACKAGE COMPONENTS:
Installing SECURITY KEY
Installing INPUT TEMPLATE
Installing REMOTE PROCEDURE

Installing OPTION
Nov 13, 2013@13:52:02

Running Post-Install Routine: POS”BUSA1PRE List started on 11/13/2013 13:52:02
Listing file H:\InterSystems\E3IHS\mgr\Temp\spb3KxKMFfH5FjA_xml as xml
List finished successfully.

Load started on 11/13/2013 13:52:02

Loading file H:\InterSystems\E3IHS\mgr\Temp\8IlKCnaziRxeXrg.xml as xml

Imported class: BUSA.MainReportPage

Imported class: BUSA.ReportingApp

Imported class: BUSA.Users, compiling 3 classes Compiling class BUSA.MainReportPage
Compiling class BUSA_ReportingApp

Compiling class BUSA.Users

Compiling table BUSA.Users

Compiling routine BUSA_MainReportPage.1l
Compiling routine BUSA.ReportingApp-1
Compiling routine BUSA.Users.1

Load finished successfully.

Updating 9002319.05 Record
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Enter the user to add/delete BUSA Reporting Access for
User: EVERETT,BRIAN E BEE

User set up for BUSA Reporting Access

Current approved BUSA Reporting Users

EVERETT,BRIAN E

Enter the user to add/delete BUSA Reporting Access for
User:

Updating Routine file...

Updating KIDS files...

IHS USER SECURITY AUDIT 1.0 Installed.
Nov 13, 2013@13:52:36

Not a VA primary domain

Install Completed
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5.0 Configuring the IHS USER
SECURITY AUDIT Web Application

Please note — it is recommended that the site use a standalone 11S
or Apache™ web server with Secure Sockets Layer (SSL)
configuration and not the private web server provided by
InterSystems. The instructions here are meant to be used for testing
purposes only.

Next, configure the security settings for the IHS USER SECURITY AUDIT (BUSA)
application which was automatically created by the import and compile process.

5.1 Enable System Authentication Options

1.

2
3.
4

Sign on to the Ensemble System Management Portal

. Select System Administration in the left column.

Select Security >> System Security >> Authentication/CSP Session Options.

. The screen in Figure 5-1 will display.
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@ Authentication/CSP Session Options - Windows Internet Bxplorer ====]
@\J w [ ] http://localhost:5TT74/ cspfsys/sec/UtilSysAuthentication.csp?SNAMESP ACE=ENSEMBLE&Recent=1 v| =] |"‘ % | [ ging o ~|
VAR

- ~ pe »

i Favorites /& Authentication/CSP Session Options B v B v [ # v Pagev Safetyr Tools~ i@
Menu Home | About | Help | Logout System > Security Management > Authentication Options
Ensemble
Server (eI g ILININEY Namespace: %SYS

Authentication Options User. _SYSTEM Licensed fo. License missing or unreadable. Instance: £2012D0T2 oy

Edit Security Authentication/CSP Session Options:

Allow Unauthenticated access: &

Allow Operating System authentication: [~

Allow Password authentication:

Allow Delegated authentication: [

Allow Kerberos authentication:

Allow LDAP authentication: [

Allow LDAP cache credentials authentication

Allow creation of Login Cookies: [7] Login Cookie Expire Time: 0 secs (0 implies non-persistent cookie)

Enable two-factor authentication: [

€4 Local intranet | Protected Mode: Off v HM10% v

Figure 5-1: System Administration->Security->System Security->Authentication/CSP Options

1. Make sure that the “Allow Unauthenticated access:” box is checked then click
“Save.” The change will take effect immediately.

5.2 Create New Web Application

1. Return to the main Ensemble Management Portal page. Select Security >>
Applications >> Web Applications under System Administration in the left
column. The Web Applications page similar to Figure 5-2 will display:
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& Web Applications - Windows Internet Explorer

@uv [ http://localnost:s7774/cs ec/UtilSysApplications.csp?$ID1="&$ID2=1&iRecent=1 -[ &[4[ x| [E sing
File Edit Vie Favorites  Tools  Help
x A4 7|
iz Favorites |- Web Applications | | %5 v B v = o v Pagev Safetyv Toolsv i@~ >

Home | About | Help | Logout System > Security Management > Web Applications

Server SR TNIRIN Namespace: %SYS

User. _SYSTEM

Menu

Create New Web Application

Licensed to. License missing or unreadable.

Instance: E2012D0T2 by InterSystems

The following s a list of Web applications that are currently defined:

Last update: 2013-07-15 00:54:17.832 [] Auto

‘ Fitter:

Page size: 20  ~ ltems found: 17

Name Enabled | Type Resource Authentication Methods
Icspiensdemo es csp %Ens_Portal Password Edit | Delete
Iesplensemble: Yes csp %Ens_Portal Password Edit | Delete
Jcspizamples Yes Ccsp Password Unauthenticated | Edit | Delete
Jcspluser es CSP Password Unauthenticated | Cdit | Delste
fiscl/studio/usertemplates | Yes CsP Password Unauthenticated | Cdit | Delste
Iespibroker Yes. System CSP Unauthenticated Edit | -
Iespidochook Yes. System CSP Unauthenticated Edit | -

i Yes System,CSP D 1 Edit | -
lesplsys Yes System,CSP Password Unauthenticated | Edit -
Jespisys/bi Yes System,CSP Password Unauthenticated | Edit -
lcspisyslexp Yes System, CSP pi L Edit -
Jcspisys/mgr es System,CSP %Admin_Manage Password Unauthenticated Cdi -
Icspigysiop Yes. System CSP %Admin_Operate Password,Unauthenticated | Edit | -
Icspisysizec Yes System CSP %Admin_Secure Password Unauthenticated | Edit |
fisclpki Yes System,CSP Unauthenticated Edit | -
Jfisc/studio/rules Yes System,CSP Password Unauthenticated | Edit -
fisc/studiotemplates Yes System, CSP pi L Edit -

Figure 5-2: Web Applications screen

el.‘. Local intranet | Protected Mode: Off v RI10% -
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2. Select Create New Web Application and fill out the values similar to Figure
5-33.

@ Web Application Edit - Windows Int

A
O () = [ rtp/102019643:57775/cprsys/sec/vtitsyshppiication csprSIDL=/csp/buse@siDz=18:5

(@ Share Browser WebEx ~

¢ Favorites | (@ Web Application Edit Ti v B v v Pagev Safety~ Tooks~ @~

Menu Home | About | Help | Logout System > Security Management > Neb Application
2 = %SYS -W
Edit Web Application icensed to Vangent,Inc. Instance E3HS by InterSystems

Edit definition for Web application /csp/busa:

[ [General] | [ Application Roles | [ Matching Roles

Web Application Name™ jcsp/busa (e.g. /csp/appname)

Description: BusA Audit
Enabled: [7
Resource required to run the application
Allowed Authentication Methods: [7] Unauthenticated
| Password
| Login Cookie
Group By Id
Two Factor Enabled: [~
CSP/ZEN Enabled
Inbound Web Senices Enabled: 7

Permitted Classes

d «

Namespace: GOLD4
Namespace Default Application: [7]
CSP Files Physical Path - \interSystems\E3HS\CSPigold4 Browse.
Recurse: yes =
Auto Compile: ves «
Event Class: ‘
Session Timeout: g
Default Superclass: i
Use Cookie for Session: Autodetect «
Session Cookie Path /cspibusal ~
Serve Files: Aways ~ Senve Files Timeout: 3600
Lock CSP Name: yes =
Custom Error Page:

Package Name: i
|
Login Page: BUSA MainReportPage.cls |

Change Password Page

* Indicates  required field. Save | | Close |

Figure 5-3: Edit Web Application screen

For Web Application Name put in /csp/busa.

Description is BUSA Audit.

For Allowed Authenticated Methods make sure Unauthenticated is checked.

For Namespace, select the site’s RPMS namespace

A L

For CSP Files Physical path, locate the directory as
<cacheinstance>/csp/<RPMSinstance> (see Figure 4-3)

8. For Login Page, type BUSA.MainReportPage.cls.
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5.3 Update Ensemble’s UnknownUser

1. Return to the main Ensemble Management Portal page. Select Security >> Users
under System Administration in the left column. The Users page similar to
Figure 5-4 will display:

(& Users - Windows Internet Explorer (2= =]
@v-v [& http://localnost 57774/ csp/sysisec/ UtilsqlUsers.csp?Recent=1 [ &[4[ x| [ sing p ~|
X A~
i Favorites | o Users B v B v ) d® v Pagev Safety+ Toolsv @+
Menu Home | About | Help | Logout System = Security Management = Users
Ensemble
Server (e LY [N Namespace: %SYS
Users User. _SYSTEM Licensed to. License missing or Instance: E2012D0T2 by InterSystems
Create New User
The following is a list of user definitions: Last update: 2043-07-15 01:03:25.930 [7] Auto
Fitter: Page size: 20 v ltems found: 8
User Full Name Enabled |Namespace |Routine | Type
_Ensemble Ensemble Manager Yes Cache password user | Edit | Delete | Profile
_PUBLIC (Internal use - not for login} | Mo Cache password user | Edit - Profile
_SYSTEM SQL System Manager Yes Cache password user | Edit - Profile
Admin System Administrator es Cache password user | Edit | Delete | Profie
CSPSystem  |CSP Gateway user Yes Cache password user | Edit | Delete | Profile
hulswa User who installed system | Yes Cache password user | Edit | Delete | Profile
SuperUser | System Super user Yes Cache password user | Edit | Delete | Profile
UnknownUser |Unauthenticated user Yes Cache password user | Edit - Profile
Done €& Local intranet | Protected Mode: Off G v H10% -

Figure 5-4: User Management screen

2. Locate the user called UnknownUser on this screen. Once found, click on the
Edit link. A screen similar to Figure 5-5 will display.
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€ User Edit - Windows Intemnet Explorer E@
@\J - |g hitp://localhost:5T774/csp/sysfsec/UtilSqlUserEdit.csp?SID1 =UnknownUser@&SNAMESPACE= v| 2] | ‘7| X \ | Bing P -
x A -l
i Favorites | @ User Edit G- v [ = v Pagev Safetyv Toolsv @+ =
Menu Home | About | Help | Logout System = Security Management = Users = Edit User i
Ensemble
ServerfERl e VTN Namespace: %SYS

Edit User User. _SYSTEM Licensed to. License missing or Instance: E201200T2 LR

Edit definition for user UnknownUser:

‘ [General] |

Roles | | SQL Privileges | | SQL Tables ‘ | SQL Views | | SQL Procedures ‘

Name™ || ;1.
Full Name: naythenticated user
Comment:
Password™
Confirm Password*:
Change password on next login: [7]
User Enabled:
Expiration Date: (yyyy-mm-dd)
Startup Namespace: -

Startup Tag*Routine:

[

Two-factor Authentication

Mabile phone service provider: ~ Create new provider

Mobile phone number:

* Indicates a required field. Save Close

Done €& Local intranet | Protected Made: Off fa v B10% -

Figure 5-5: Edit User screen

3. Click on the word Roles immediately under Edit definition for user
UnknownUser and the Edit User screen similar to Figure 5-6 will display:
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& Edit User - Windows Internet Explorer _”F”W|
@v-v [& hetpe//localnost 57774 csp/sys/sec/ UtilSqlUserPriv.copttypes user&sSID1 = UnknownUser&SID2=1 ~[ &[4[ x| [E ing e
X A -

i Favorites < Edit User v B v [ d® v Pagev Safety~ Tools~v @~

Menu Home | About | Help | Logout System > Security Management > Users > Edit User
Ensemble
= Server (S e Ly [N Namespace:%SYS
Edit User User _SYSTEM Licensedto License missing or Instance: E2012D0T2 by InterSystems

Edit definition for user UnknownUser

[ General | [ [Roles] | [ SQL Privileges | [ SQLTables ][ SQLViews | [ SQL Procedures |

UnknownUser is Assigned to the Following Roles ‘Granl Option |

Mone.

Assign user UnknewnUser to one or more roles:
Available Selected

—— Select One or More — s |— ltems Selected — Assign
YAl ‘

»
%DB_%DEFAULT L J

%DB_CACHE ﬂ
o »
«

[ Assign with Grant Option ]

%DB_CACHEAUDIT
%DB_CACHELIB
%DB_CACHESYS
%DB_CACHETEMP
%DB_DOCBOOK
%DB_EMSDEMO
%DB_ENSEMBLE <

Hold the [Shifi] or [Cirl] key while clicking to select multiple.

€& Local intranet | Protected Mode: Off 4 v ®10% -

Figure 5-6: Edit User

4. If the list of roles which appears at the top of the page immediately under
UnknownUser is Assigned to the Following Roles includes %All, then no
further action in this section is required. If not, then select %oAll in the list of
Available roles on the left hand side of the page, and click the top arrow located
between the Available and Selected columns.

5. Once %All appears in the Selected column, click on the Assign button and %0All
will appear under UnknownUser is Assigned to the Following Roles indicated
in Figure 5-7:
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& Edit User - Windows Intemnet Explorer

SEIEE]

@uv [ hitp://localnost:5T774/csp/sys/sec/UtiISqlUserPriv.cspltype= userSTD1=UnknownUser&SID2=1

~[ &[4 x| [= sing £ -]

x A |

7 Favorites « Edit User

v - [ @ v Pagev Ssfety= Took~ @~

Menu Home | About | Help | Logout System > Security Management > Users > Edit User i
_ Server. Namespace: %SYS
Edit User Licensedto License missing or Instance: E2012D0T2 by InterSystems
Edit definition for user UnknownUser
[ General | [ [Roles] | [ SQL Privileges | [ SQLTables ][ SQLViews | [ SQL Procedures |
Unk User is Assigned to the Following Roles Grant Option
%Al B 1%
Assign user UnknownUser to one or more roles:
Available Selected
-—- Select One or More — =~ —- ltems Selected -—
%DB_%DEFAULT B ﬂ
%DB_CACHE = =
%DB:CACHEAUDIT £ ﬂ Assign with Grant Option
%DB_CACHELIB ﬂ
%DB_CACHESYS b
%DB_CACHETEMP ﬂ
%DB_DOCBOOK
%DB_ENSDEMO
%DB_ENSEMBLE
%DB_ENSLIB 2
Hold the [Shifi] or [Cirl] key while dlicing to select multiple
Done €4 Local intranet | Protected Mode: OFf 5 v B10% -

Figure 5-7: Edit User - Roles tab

6. The Web application portion and security setup is complete.
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6.0 Cache Server Page (CSP) Web Gateway
Installation

The CSP Web Gateway provides the communications layer between the hosting Web
server and Ensemble when you call a Caché® Server Page (CSP) or Caché® Zen
application. The purpose of using the Web Gateway is to offload the access to the
BUSA application to a dedicated web server, as well as use Secure Socket Layer
(SSL) communication to encrypt the data between the user and the server.

Note: The instructions in this section assume the site is running
Microsoft Internet Information Server (version 7 or higher) with a
valid installed SSL certificate. Installation of 11S and SSL
certificates are outside the scope of this document.

6.1 Install Cache Shell

1. Start by launching the Ensemble executable appropriate for your version of
Windows and checking | accept the terms in the license agreement and click
Next as indicated in Figure 6-1.

ii& Ensemble - Installation x|

InterSystems

ENSEMBLE

Please read the following license agreement carefully,

CLICE-THROUGH END USER LICENSE & SERVICES AGREEMENT =

1. This Cligk-Through Agreement (“Agreement”) 1is between
InterSystemy Corporation (“ISC¥) and the user

(hereinafteg “you”) installing ISC’s proprietary

software (tle “Licensed Software”) and/or services
(“Services”] from ISC. These terms constifute a

“default” afgreement between you and ISC ufon

f the Licensed Software; thfls Agreement

our use of the Licensed Softfare in the L'

(% T accept the terms in the license agreement: Print

" Ido not accept the terms in the license agreement

I MNext > I Cancel I

Figure 6-1: Ensemble Installation — License Agreement
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2. Enter a unique Ensemble Instance Name for this physical machine and click Next
as indicated in Figure 6-2.

[ Ensemble - Installation [ %]

IntarSystams

Ensemble Instance Name |£

copies of Ensemble can be installed on the same machine, each has to have a
. Define a name for the current Ensemble instance,

< Back Bt > Cancel

Figure 6-2: Ensemble Installation - Ensemble Instance Name
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3. On the next screen, enter the path where the Ensemble shell will be located by
clicking Change as in Figure 6-3.

ﬁ Ensemnble - Installation

Destination Folder

Click Mext to install to this folder.

Install Ensemble to:
_,../ C:\InterSystems\Ensem

bq—é

[ &= |

InterGystems

ENSEMBLE

< Back

I

Mext =

] [ Cancel

Figure 6-3: Ensemble Installation — Destination Folder
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4. Install into the directory C:\InterSystems\EnsembleCSP and click OK as

indicated in Figure 6-4.

ﬁ Ensernble - Installation

InterSystems

Browse to:

=]

Change Current Destination Folder Bl-E'

£ Ensemblel -

Install Folder:

|C: WnterSystems\EnsembleCSPY

[ Ok ] [ Cancel

Figure 6-4: Ensemble Installation — Change Current Destination Folder
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5. Select Web Server on the next screen and click Next as indicated in Figure 6-5.

jg}lEnsemhle-Installatinn | E3 |

InterSystems

i ENSEMBLE

Choose the setup type that best suits your needs,

71 Development Installs Ensemble server, Ensemble Studio, xDBC and all
supported language bindings.
(7 Serger Installs Ensemble server and CSP Gateway.
o d Installs Ensemble Studic and xDBC,
@ Web Server Installs CSP Gateway.
(71 Custom Spedfy the list of features you walit installed.
[ < Back ][ Mext = J [ Cancel

Figure 6-5: Ensemble Installation — Setup Type
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6. A screen will appear as in Figure 6-6 allowing a review of the options. Review

and click Install.

ﬁ Ensemnble - Installation

Ready to Install the Program

summary of installation options:
Action:

Instance Mame:
Installation Directory:

Installation Type:

Flease review installation options. Click Install to start the installation.

Mew Install

EMSEMELE

C:\InterSystems\EnsembleCSPY,

Web

| 2= |

InterGystems

ENSEMBLE

< Back ][ Install

] [ Cancel

Figure 6-6: Ensemble Installation — Ready to Install the Program
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7. If 1S is running you will receive a warning message asking you to stop the 11S
WebServer as seen in Figure 6-7. Click Yes and it will stop IS and continue the
installation process.

ix Ensemble - Installation =] B3

Please wait while Ensemble is being installed. This may take

cavsar sl min kac

An 11S WebServer is running.
\ ' If you choose not to stop it, CSP Gateway forfllIS will not operate
rap = until you restart the system,

Do you wank ko stop the IIS WebServer?

|H.IT|U| ZILITY

Figure 6-7: Ensemble Installation — Stop 1IS webserver

8. Click Finish on the screen to complete the installation as indicated in Figure 6-8.

& Ensemble - Installation X
InterSystems
B|-£.

Ensemble Installation Completed

Ensemble was successfully installed, Click Finish to exit the
wizard,

You havea

rapid integration
and development
platform.

INTERSYSTEMS

Figure 6-8: Ensemble Installation - Finish
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6.2 Configure lIS

1. On the webserver that the CSP gateway was just installed, navigate to
Administrative Tools -> Internet Information Services (11S) Manager as
indicated in Figure 6-9.

Terminal Services
8. Component Services
A Computer Management
= Data Sources (ODBC)
[d] Event viewer

¥g Internet Information Services (115) 6.0 Manager

& Internet Explorer
&5 Internet Explorer (64-bit)
(2] Windows Contacts
P winzp
Accessories
ActivePerl 5.10.0 Buld 1001
ActivePerl S.16.1 Builld 1601 (64-bit)
Administrative Tools
Broadcom
Dell OpanManage Applications
Ensemble
ENSEMBLE
8 Documentation
8 Launcher
@ start Ensemble
@ stop Ensemble
A Studio
@8 System Management Portal
o8 Terminal
Extras and Upgrades
Maintenance -
Microsoft SQL Server 2005
Startup
Symantec :]

L] Back

[Frotart | 3 m 2

Figure 6-9: Ensemble Installation cont'd

©| a ||
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2. Select Default Web Site, click on csp, then Handler Mappings as indicated in
Figure 6-10.

% | @ » PHOPARPMSI » Skes » DefakWebSte » csp P

|5 = -
Adions
4 Explore
Edit Permissions...
M:mdmmﬁ
Manage Application o
Browse Application

(€] Browse *:80 (http)
(@] Browse *:444 (hitps)
Advanced Settings...
© Heb

Oriine Help

File View Help
I . 'csp Home
- |7 |8, ‘i /
4 StartPage —
=83 PHPA-RPMS3 (D1\alonzo.chee)| |  SOURDY: Area N =
é‘ Application Pools ASP.NET
FTP Skes - -
e L e 9 = b &
= @) Defauk Web Ske = > ; i/ z =
8- aspnet_ NET NET .NET Profile  .NET Trust Applicstion  Connection  Machine Key
- qn C Globakzation Levels Settings Strings
@ . broker v ‘|
B0 sys 5 & ol 5]
o & =
iy '1 : Pagesand  Session State  SMTP E-mad
¥ Perlex
¥4 Controls
s
&7 ey & | s 3
A 4 o B @ & @
Austhentication Compression Default Directory Error Pages Handler HTTP Radirect
Document Browsing Mappings
L - S ol o3
< 8 7 4 # &
HTTP Logging MIME Types Modules Qutput S5L Settings
k@ Respo... Caching
| [#| |2]Features view |, Content View

Ready
:'El't“ a2 || € internet Information ...

Figure 6-10: IS Handler Mappings

« B &y 218PM
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3. Validate that the CSPGateway_ * mappings are present for *.cls, *.csp, *.cxw
and *.zen, and that they are listed as Enabled as indicated in Figure 6-11.

@_E) | ¥ » PHPARPMSI » Skes » DefastWebSte » csp b |5~ My 1@~
File View Help
L I— R
- id |2 |8, q Add Managed Handeer, .
G Start Page Add Script Map
L g2 5 Use this feature to specify the resources, such as DLLs and managed code, that handle responses for specific request
g 03 p:;nm RPMS3 (D1\alonzo.ches) types. Add wikdcard Script Map...
7} Apphcation Pools
é, FTP Skes Group by:  State L WW_W.-”
(=8 Skes Name -  |pash e { Path Type | Hander '.'] Edt Feature Permissions. .,
Name Path State Path Handler
=@ Defauk Web Ste Disabled pr— Revert To Inherited
B aspnet_chent
=P esp 154P1 *d Msablad Fil fsapodule e Qroeeed LB
B ) broker @ Heb
8- sys Enabled or
- ensemblet Hels
& ¥ PerlEx aspq-Integrated-4.0 *.aspq Enabled Unspecified System, Web
5@ Moorwek aspq-1SAPI-4.0_32bt *.aspq Enabled Unspeacfied Isapiodule
25pa-ISAPT-4.0_64bit *.aspq Enabled Unspecified IsapiModule
b eLoader-Integr. .. b & a0d Enabled Unspecified System. Web
A biyR oader-Integr. .. bR, e axd Enabled Unspecified System, Web
AXD-I5AP1-2.0 * axd Enabled Unspacifisd IsapiModule
AND-ISAPL-Z.0-64 *. ad Enabled Unspecified Isapivodule
AXD-I5API-4.0_32bkt *.axd Enabled Unspecified Isapitiodule
AXD-ISAPL-4.0_64bt *axd Enabled Unspecified Isapivodule
cshtm-Integrated-4.0 * cshtm Enasbled Unspecifisd System.\ﬂehk@
cshtm-15API-4.0_32bit *.cshtm Enabled Unspecified Isapivodule
cshtm-15APT-4.0_64bit *.cshtm Enabled Unspecified Isapiodule
cshtml-Integrated-4.0 * cshtml Enabled Unspecified Systam, Web
cshtml-ISAPT-4.0_32bit *.cshtml Enabled Unspecified Isapivodule
Enabled Unspecified Isapivodule
Enabled Unspecified C5Pms
Enabled Unspecified C5Pms.
Enabled Unspecified CSPms
¥ Enabled Unspecfied C5Pms
Enabled Unspecified System.Web _
A [ #] |Z]Features view |, Content View
Configuration: ‘Default Web Skefcsp' web.config Ll
Costart| | 5 M 0[] nternet Information ... « D @b 219

Figure 6-11: IS Handler Mappings cont'd

4. In order to have I1S handle CSP applications like BUSA via IIS, click Add
Module Mapping and enter values as indicated in Figure 6-12.
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@‘u’;’ | P » PHXPA-RPMS3 » Skes b Defauk WebSke b csp » o e -
Fis View Help
(Comections Adions
@ el 12118, [ Handier Mappings pom————
| &5 Start Page '
= .;3 PHXPA-RPMS3 (D11alonzo.ches) lt.;s:etshsfeauetosoedythe-esw:es. such as DLLs and managed code, that handle responses for specific request
3 Application Pools '
é FTP Sktes Group by: State
B &l Skes =
=1 &) Defauk Web Ske ‘-"!-"‘-—tlu
+- | aspnet_chent
=W esp 1SA0T.
@ ) broker 9
-1 sys Enabled
®- P ensemble1
@9 PeriEx aspq-Int ed-4
5 @ Moormek —m!}
#5pg-ISAFL-4.0_6
€
AssemblyResource —, System. Web
AXD-ISAPLZ.0 Name: IsapiModule
'-—-?< =3 Isspitodue
AXD-T -4.0_3z Isapiodule
AXD-1SAPT-4.0_64 R T I Isapiodule
cshtm-Integrated- System.Web
cshtm-15AP1-4.0_° Isapiodule
cshtm-1SAPI-4.0_¢ IsapiModule
cshtmi-Integrated | e | Cancel ] System,Web
cshtmi-1SAPT-4.0, IsapiModule
cshtml-1SAPI-4.0_64bkt *.cshtml Ei Unspecified Isapiodule
CSPGateway _*.cls *.uls E Unspecified C5Pms
CSPGateway *.cop *.cop Enabled Unspecified CSPms
CSPGateway *.om *.ow Enabled Unspecified CSPms
C5PGateway_*.zen *.zen Enabled Unspecified C5Pms
ExtensionlessUriHandler-Integrat... *. Enabled Unspacified System,Web _
o (3] [restures vew ], content vew
Configuration: Default Web Sitejcsp’ web. config "3

Figure 6-12: IIS Handler Mappings — Add Module Mapping

6.3 Configure CSP Web Gateway

1. While connected to the server where the CSP Web Gateway was installed, enter
the following link in a web browser:
http://localhost:PORT/csp/bin/Systems/Module.cxw

Where PORT should be set to the appropriate assigned port number.

Providing the correct link is entered, the following screen shown in Figure 6-13
will appear.

Installation Guide and Release Notes Cache Server Page (CSP) Web Gateway Installation
September 2014

45


http://localhost:PORT/csp/bin/Systems/Module.cxw

IHS USER SECURITY AUDIT (BUSA) Version 1.0

{= About CSP Gateway - Windows Internet Explorer

= < e z
Q‘_  d e localhost: v B4 x| 29 £l !
File Edit View Favorites Tools Help

. Favorites |50+ | [T Work Orders Under 400 Hour. ., |£., About CSP Gateway & - B ] e v Page~ Safety = Took -+ @@~

Caché Server Pages

Web Gateway Management

View Event Log
View HTTP Trace

Management About CSP Gateway Help
System Status Version: 2012.2.5.962.0.13037
Close Connections Gateway Build: 1202.1315b
Test Server Connection | web Server Name: |ocalhost

Web Server Type:
Active Interface:

Apache Web Server: Apache Cache_Server_Pages-Apache_Module/2012.2.5.962.0.13037-1202.1315b
Apache Module

Configuration
Default Parameters
Server Access
Application Access
About CSP Gateway

Copyright © 1997 - 2013 InterSystems Corporation

CREATEDS WITH
EcCACHE 3RS

Figure 6-13: CSP Web Gateway configuration

2. Click on Default Parameters as indicated in Figure 6-14.

= Abawt C5P Galeway - Windows Inteinel Laplarer

{;‘ = 12 ot

M E8  WVies Fiedrbil ot Help

W Forvartes =[] work. Cotiors inchee 00 ... {2, Wt (5P Gatiwry - § * Page- Saleiy - Took- -

Cache Server Pages

Web Gateway Management

About CSP Gateway

T e
Gateway Budd
Yoab Serser Npme

Wb Sareer Typs

trve Detarface

2012.2.5.962.0.13037

1202.1315b

localhost

Apacha Web Server: Apadhe Cache Senver_Papges-Apache_Module/2002.2.5.962.0.13037-1.002.1315b
Apache Madule

Copyrgh® i§ 1597 - 3013 lnkerSwvaless Corporakbon

[RpETT T b
- o &

Figure 6-14: Navigate to the Default Parameters

Located the Connections to Cache parameters section
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e Inthe Server Response Timeout and Queued Request Timeout fields,
adjust each value so that the reporting tool can handle searches which will be
sifting through large amounts of data and which might return a large number
of results. The values entered in these fields depend largely on the system
processing capabilities and the typical load on the system. If, when
performing searches, users are frequently encountering gateway timeout
errors, then these values should be increased. An initial setting of 180 (3
minutes) should be a good starting value to place into these fields. See Figure
6-15 for locations of these parameters. Click Save Configuration.

7 Detasln Parsmiters - Windess inberrst Lo

Oie i e ¥ 8 % 1) Al

MmO Vew Feeinfel  Boos  Help

¢ Favieties 5 Dotk wmitersy W - - Pege Saieys Teks e T

Caché Server Pages

et Gatosay Managemant

ceatemlen
L5P Galeway

LﬁwLTﬂLﬂﬂ Instadre HOSE Harrse [ R ———— e

Weaw HITF Tracs MErrTiees Corfeclnng: T

onigutatizn Bawimsm Cadhe Sire: 25

Dl gt £ b bl iy Security Toas e e B e ARy 2 ETITIE T TR ORI T R
- Soaas 10 Ehass lo/ma: frems =

Bt £5P Galema Liger M

Paridwdnd Paid

Tlanager Machine/s
Connecthss 1o Cachi

Sareel REEpords Temeout: X
Oipesed Raguest Tmasout
W Artvity Teoeouts 5

[ D Ubpasmames and Passsord O Accept chent 1P sddresses Torwardad by prooy servers

0 dpply tmecut o al connetions

Everk Log Fde: -

Evnt Log BOEatsn SXe
S0 Libindy Pt

ASP Redirect

Wb Dodurminr? Hoo!

Tiri G0 Daratary

Brros Paged

Figure 6-15: Adjusting the gateway timeout settings

3. Click on Server Access and Add Server as indicated in Figure 6-16.
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{= Server Access - Windows Internet Explorer El@"ﬂ
B v [ o coron REEE o

Fia Edt View Favorles Took Help

»
i Favorkes | B Server Access - B8 3 @ v Fage- Safety - Took- -

.Y

Caché Server Pages

Wb Gateway Managament

Management Server ACcess Halg
System Status
Close Connections Click on an existing server and then edit/copy or delete its configuration:
Test Server Connection |
:
Migwy EvertLog - 2 Edit Server
¥iew HTTP Trace 'Copy Server [Simz]
Configuration O Delete Server
Default Parameters )
! A Or create a new server configuration: [
Apphcation Access
ADoyt CSP Gateway
Copyright & 1957 «» 3013 [ntarSyyt
[ LS AT Py ) e )
EACHE R

Figure 6-16: CSP Gateway configuration - Server Access and Add Server

4. Insert the appropriate site information in the highlighted areas on the following
screen as indicated in Figure 6-17, and click Save Configuration at the bottom
when complete.
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localhost:577

s/Module.cx Dj@ ¥ 2 Server Access

x u 1Ak

Ig) Share Browser  WebEx -

Management

System Status
Close Connections

View Event Log
View HTTP Trace

Configuration
Default Parameters
Server Access
Application Access
About CSP Gateway

Caché Server Pages

Web Gateway Management

Test Server Connection

Server Access

Server Name: [RPMS
Service Status:
IP Address: [10.0.1.120
TCP Port: [1972
State-Less Parameters

Minimum Server Connections: [3

Maximum Server Connections: |

Maximum Connections per Session: [2
Connection Security These are the security settings that are required by the Gateway for the purpose of accessing this server.

Connection Security Level
User Name

Password

Product

SSL Key Type

Service Principal Name:
Key Table:
SSL Protocol:

N

: [csPsystem

:l--— Password (Confirm): l---—
:[Cache [¥]

| Generate

I

[ sSLv2 SSLv3 [ TLSv1

:[Rsal¥]

[J Require peer certificate verification

SSL Certificate File: |

SSL Certificate Key File: [
SSL CA Certificate File: |
SSL Private Key Password:
Optional Parameters These parameters will be inherited from the CSP Gateway 'Default Parameters’ if not specified here.

Server Response Timeout: I
Inherited Value: 60

No Activit T\'meout'l [ Apply timeout to all connections
Y " Inherited Value: 1800

Event Log Leve\:|
No Value to Inherit

Error Pages

Entar th, £ tha himl to o 1ID1 to codicact th £ if th Th. 1L b, E2 tha £CD Cat,

Figure 6-17: CSP Web Gateway configuration — Site Information

5. Click on Application Access and Add Application as indicated in Figure 6-18.
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& Apeboniizn droem - Window Inbrmur Bxploner
e [R— o T =
¥
Firnarion B Application Lo r—— T —

Cache Server Pages

Wab Gateway Managemant

Application Access

Chck on an existing application and then edit/copy or delete its configuration:

- & Edit Application
Copy Application | Submi
Delete Application

Or create a new application configuration: | /Add Appkcaton

Cacha Managamart Copryright & 1997 - 2013 [oiberSust
Back to Management Porkal A I ,

i —y

Figure 6-18: Web Gateway configuration cont'd

6. On the following screen, for Application Path: set to /csp/busa and for Default
Server: select your previously configured server name from the dropdown, then
click Save as indicated in Figure 6-19.
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1p://localhost: 57
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Pl @ *+| 2 Application Access

(@) share Browser  WebEx - |

Management

System Status
Close Connections

Test Server Connection

View Event Log
View HTTP Trace

Caché Server Pages

Web Gateway Management

Application Access

Application Path: [cspibusa
Service Status: [Enabled [¥]

Extra CGI Environment

T

Variables:

Process with this class:
GZIP Compression:
GZIP Minimum File Size:
GZIP Exclude File Types: [ipea gifico png

Configuration
Default Parameters
Server Access
Application Access
About CSP Gateway

. [Chunked Transfer Encoding and Content Lengin[v] [] Generate a response size notification for all
' requests

KeepAlive: [No Action =
Non-Parsed Headers:

Response Size Notification

Servers
Default Server: [RFVS [v]
O Use for Load-Balancing and Fail-Over

Alternative Servers: O Use for Fail-Over only
@® Disabled

Alternative Server 1: [—HNone —[¥] O Enabled ® Disabled
Alternative Server 2; [—None —[v] O Enabled ® Disabled
Alternative Server 3: [—None—[v] O Enabled @ Disabled

Save Configuration

Copyright © 1997 - 2013 InterSystems Corporation

CREATEDAS WITH
o CACHE 535"

Figure 6-19: CSP Web Gateway configuration — Application Access

7. Click on Test Server Connection. If successful the following screen will appear
similar to Figure 6-20.
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I &) = [E rimifocahost 577 me/Module. o Al B[4 (& Caché Server Pages: Web G... X u )

Share Browser WebEx ~ |

Caché Server Pages

Web Gateway Management

Management Caché Server Pages Version 2012.2.5.962.0

System Status

Close Connections Test Server Connection
Test Server Connection
View Event Log Server connection test was successful: RPMS (10.0.1.120:1972)

View HTTP Trace

$ZVersion: Cache for UNIX (Red Hat Enterprise Linux for x86-64) 2012.2.5 (Build 962U) Wed Jul 24 2013

Configuration 21:04:59 EDT
Default Parameters

Server Access
Copyright @ 1997 - 2013 [nterSystems Corporation

Application Access
About CSP Gateway ST
L CACHE 535"

Figure 6-20: CSP Web Gateway configuration — Test Server Connection

8. Enter the website link for the ED Dashboard from a workstation browser, for
example: http://10.24.196.43:57777/csp/busa/BUSA.MainReportPage.cls and the
page as shown in Figure 6-21 will appear.

8 e 1024 106 AZSTTTS cap/basa TUSAMainReportPage.cls - Windows Intemet Explores
[ 1L 10419643 BLSA : | 5o x . £o-
« (g Share Browses  Webfx =
Favorites 48 hinpe/ /1004 1364357775/ cxp/hursa/BUSA Maink... B8 - v Pagew Safety v @
BUSA Audit Logging :
Login Filter
Access Code: Verfy Code: e [User From Date = To Date = Description Patient
Audit Log
Fags siaw: 1200 ] Rassltss [Pan 121 of1] |
;E"TR" Iﬁ?\?ﬂms .USERNME?DESCRFMN;CATEGDRY EAC‘I‘ION;P.RTIENT g:.:.;m“ %‘?‘P“'E- ?CAJ.L
Dore & Irtemet | Presected Made On 3~ Wi -
Figure 6-21: Sample BUSA Reporting page
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Acronym List

API
BUSA
CPU
IHS
KIDS
MU

RPMS

Application Programming Interface

IHS USER SECURITY AUDIT

Central Processing Unit

Indian Health Service

Kernel Installation and Distribution System
Meaningful Uss

Resource and Patient Management System
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Contact Information

If you have any questions or comments regarding this distribution, please contact the
OIT Help Desk (IHS).

Phone: (888) 830-7280 (toll free)
Web:  http://www.ihs.gov/helpdesk/
Email: support@ihs.gov
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